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CASTI MODELU INFORMACNYCH A ZABEZPECOVACICH

SYSTEMOV

PARTS OF MODEL OF INFORMATION AND SAFETY SYSTEMS

Modelovacie techniky pre rozsiahle a zloZité systémy sa vyberajii
s ohladom na ocakdvany vysledok modelovania. Pre rutinny postup
syntézy vo vicsine pripadov postaci skusenostny pristup. Model
systému s exaktnym opisom jeho atribiitov vyzaduje aplikdciu niek-
torych teoretickych zdverov. Pre informacné a zabezpecovacie systémy
Jje zvoleny model, vychddzajiici z teorie informdcii. Tento model
mozno dalej precizovat pomocou systémovej a nakoniec obvodovej
teorie. V predkladanom cldnku sii opisané dva ndstroje apardtu
tedrie informdcii pre spracovanie modelu systému. Ide o vyjadrenie
nerovnosti pre spracovanie informdcii a o kvantifikdciu chyb pri
manipuldcii s informdciou.

Uvod

Pri analyze a syntéze informacného a zabezpeCovacieho sys-
tému existuju dva zakladné postupy:

e pre dohodnuté funkcie sa vybera Struktura technickych a progra-
movych prostriedkov systému na zaklade skusenosti projektanta
z predoslych aplikacii. Vyber je zavisly od technologickej irovne
komponentov systému a od celkovej sumy, ktoru je odberatel
ochotny zaplatit. Uloha riadenia systému je zloZena zo ,tan-
dardnych elementov®,

e podrobne sa Specifikuju pozadované funkcie systému vo vizbe
na riadeny systém bez ohladu na budicu skladbu HW a SW
komponentov. V dalSom kroku sa vytvori model funkcii, na
ktorom sa definuje tloha riadenia ako Ciastkova uloha radenia
primarneho procesu. Pri tvorbe modelu funkcii mozno zobrat
za zéklad niektory z referencnych modelov, ak ide o obvykly
sortiment sluzieb. Pre osobitny sortiment sluzieb treba vykonat
podobny postup, aky sa pouZil pri tvorbe referenénych modelov.
Uéinnym prostriedkom je vrstvenie funkcii. Tento postup umoz-
nuje rozklad ulohy syntézy na jednoduchsSie moduly (vrstvy
funkcii). Ak sa vyrieSi spolupraca vrstiev, mozno pri syntéze
pouzit postup, znamy z objektového programovania. Na reali-
zaciu funkcii vrstiev sa v poslednej faze vyberu HW a SW kom-
ponenty. Charakteristiky vykonavania funkcie vrstiev (Casove,
objemové, spolahlivostné, bezpecnostné, ...) su zavislé od tech-

*

Modelling techniques for large and composite systems are chosen
with regard to the expected result of modelling. For routine procedure
of synthesis the empirical method is sufficient in most cases. System
model with exact description of its attributes demands application of
some theoretical conclusions. For information and safety systems
a model derived from Information theory is selected. This model can
then be specified with the help of the system and, eventually, circuit
theory. In the presented paper two tools of Information theory
apparatus for model system processing are described. They express
information processing inequality and quantification of faults
occurring by information manipulation.

Introduction

When analysing and synthesising an information and safety
system two ground lines exist:

e for denominated functions a structure of technical and program
elements of the system is selected based on a designer’s experi-
ence from the last application. The selection depends on tech-
nology level of system components and on general sums which
the customer is willing to pay. The task of system control con-
sists of “standard elements®,

o the demanded functions of the system are thoroughly specified
in connection with the controlled system regardless of the
future composition of HW and SW components. In the next
step the function model is created on the basis of which
a control task is defined as a partial task of the primary process
control. When creating a function model it is possible to use
some of the reference models as a basis provided that a usual
range of services is demanded. For a special range of services
a similar procedure to the one used during the creation of refe-
rence models, has to be performed. The interleaving of func-
tions is an effective tool. This procedure enables decomposition
of synthesis responsibilities on simple modules (layers of the
functions). Provided that the co-operation of the layers is solved,
the procedure well-known from the object programming can be
used in the synthesis. HW and SW components are chosen for
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nologického stupna pouzitych komponentov a od ,,Sikovnosti“
vytvorenia modelu funkcii.

V mnohych aplikaciach je postacujuci prvy postup. V zlozi-
tych a rozsiahlych informacnych systémoch sa niekedy vyzZaduje
osobitny sortiment sluzieb. Prikladom su zabezpeCovacie systémy,
pouZité pri riadeni kritickych procesov. Typickym kritickym pro-
cesom je dopravny proces. Pri vyskyte poruchy v riadeni takého
systému mozZe dojst k stratam na majetku, zdravi alebo Zivote.
Porucha, ktora vyvola nebezpecny stav, moze byt aj produktom
pouzitého systému. Je zrejmé, ze funkcie takéhoto systému treba
$pecifikovat druhym z uvedenych postupov. Skupinu funkcii v jed-
notlivych skupinach (vrstvach) treba zostavit tak, aby bola zaru-
Cena stabilita, kauzalita a bezpecnost. Vysledkom Specifikacie
funkcii celého systému ma byt ,safety case“ pre konkrétnu apli-
kaciu.

Cinnost informaéného aj zabezpecovacieho systému moze
byt rozlozena na Styri zakladné druhy sluzieb: ziskavanie, ischova,
prenos a transformacia relevantnych, aktualnych a garantovanych
informacii (obr. 1). Kazda z ciastkovych sluzieb je spojena so
struktirou HW a SW prostriedkov, ktoré vykonavaju ,technolo-
giu“ prislusnych operacii. Aby systém poskytoval pozadovany sor-
timent sluzieb, musia byt elementy sluzieb zostavené do sekvencii,
ktorych vykonavanie je riadené. Charakteristiky vykonavania
funkcii su silne zavislé aj od sposobu riadenia. Uz pri zostavovani
sekvencie Ciastkovych sluzieb musi byt zohladneny technologicky
stupen elementov systému. Napriklad vykonnost pocitacovej siete
ovplyviiuje distribuovanost DB systémov, sposob a intervaly aktu-
alizacie replik DB, atd. Jadrom tejto tézy je vytvorenie riadiaceho
postupu, ktory zacina rozkladom sluzieb systému na primitivy,
a konc¢i Specifikaciou protokolu a stanovenim prislusného forma-
lizmu na jeho konStrukciu.

Za jadro problému analyzy a syntézy informacnych a zabez-
pecovacich systémov s osobitnym sortimentom sluZieb mozno
povazovat zostavenie modelu, ktory pokryje ¢o najvacSie mnoz-
stvo funkcii a stavov systému. V predkladanom ¢lanku je pokus
o jednotiaci pristup k modelovaniu takych systémov s vyuzitim
niektorych prvkov teorie informacii.

Vyber nastrojov pre modelovanie ulohy riadenia

Vyber modelovacich technik pre doterajsie technologické
stupne informaénych a zabezpeCovacich systémov vychadza zo
skusenostného postupu. Tento pristup pokryval takmer vsetky
poziadavky na rieSenie uloh syntézy a analyzy. ISlo napriklad
o modely funkcii, model datovych tokov, entitno-relacny model,
protokolovy model, model poruch a dalSie modifikované modely.
Tieto modely sa daju zvladnut Specializovanymi programovymi
balikmi, takZe st v praxi aj dostatocne efektivne. Maju vsak aj spo-
lo¢nu nevyhodu, ktora obmedzuje ich pouzitie a efektivnost pre
informaéné a zabezpeCovacie systémy posledného technologic-
kého stupna. Touto nevyhodou je fakt, Ze v retazi: Teoria informa-
cii, Teoria systémov, Tedria riadenia, Teoria obvodov, vynechavaju
zavery tedrie informacii, tedrie systémov a niektoré aj zavery tedrie

the realisation of layer functions in the last phase. Characteristics
of layer functions execution (up to date, performance, reliabi-
lity, safety, ...) depend on a technological degree of service com-
ponents and on the skill of function model creation.

In many applications the first procedure is sufficient.
Sometimes a special range of services is demanded in the compo-
site and extensive information systems. An example is the safety
systems used for critical processes control. Transportation
process is a typical critical process. When a failure occurs in the
control of such a system, it may lead to the loss of property,
health, or life. The failure that invokes a danger state can be
a product of the used service system, too. It is evident that func-
tions of such a system need to be specialised by the second pro-
cedure. The function group in single groups (layers) has to be
formed in such a way that it guarantees stability, causality and
safety. The result of function specification of the whole system has
to be the ,safety case” for concrete application.

The activity of information and safety system can be divided
into four basic kinds of services: obtaining, safekeeping, transmis-
sion and transformation of relevant, current and guaranteed infor-
mation (Fig. 1). Each of the partial services is connected with the
structure of HW and SW means performing competent operation
“technology”. To enable the system to offer the required range of
services the service elements have to be formed into sequences,
whose execution is controlled. Characteristics of functions execu-
tion are strongly dependent on the kind of control, too. Even
when forming the partial services sequence the technological
degree of system elements has to be respected. For example the
efficiency of computer network is influenced by the level of distri-
bution of DB system, the way and time interval of actualisation of
DB replicas, etc. The core of this thesis to create a control proce-
dure, which begins by with decomposition of system services to
primitives, and ends by with protocol specification and with esti-
mating the competent formalism on its construction.

Formation of the model that covers the greatest possible
number of functions and system states is considered to be the
main problem of analysis and synthesis of information and safety
system with special range of services. In our paper we try to
present a unifying approach to modelling such systems using
some elements of information theory.

Selection of tools for modelling of control task

The selection of modelling techniques for up to present tech-
nological degrees of information and safety systems is based on
empirical method. This approach covered almost all of the requi-
rements for solution of synthesis and analysis tasks. Examples
include: function models, data flow model, entity-relational model,
protocol model, failure model and further modified models. These
models can be managed by special software packets, and thus they
are sufficiently effective even in praxis. However they all have
a shared disadvantage which limits their application and effecti-
veness for information and safety systems of the last technological
degree. In the chain of the Information theory System theory
Control theory Circuit theory, all mentioned models fall to

2) ¢ KOMUNIKACIE / COMMUNICATIONS 2/2000



riadenia. Pre rozsiahle a zloZité systémy by sa mali modelovacie
techniky doplnit najmenej o informac¢ny model. Informacia je pre
vsetky takéto systémy primarnym ,substratom®, s ktorym sa
v systéme manipuluje. Informacny model ma preto ambicie byt
jednotiacim pre doterajSie jednoucelové modely.

Zabezpecovaci systém je podmnozinou informacného systému.
Jeho ulohou je narabanie s informaciou (akvizicia, transformacia,
prenos a uschova) osobitnym sposobom, odlisne od ostatnych
podobnych ¢innosti v infor-
macnom systéme. Otazky
Struktury a spravania zabez-

system surroundings
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include the conclusions of Information theory System theory and

some of them even the conclusions of Control theory. Modelling

techniques for large and composite systems should be enlarged by

the data model at least. For all information is such systems the

primary “sub-slope“ which the system manipulates with. Informa-

tion model has therefore an ambition to be the unifying one for
present special purpose models.

Safety system is a subset of the information system. Its task is

to handle the information (acquisition, transformation, transmis-

sion and safekeeping) in a specific

way, different from other similar

activities in the information system.

pecovacieho systému mozno
rozlozif na rieSenie jeho
zakladnych procesov.

Na opis systému (Struk-
tara a spravanie) bez zapoci-
tania dynamiky jeho stavov
moZzno pouZzit staticku struk-

A4
obtaining

transformation

Questions of the structure and
behaviour of the safety system can
be divided into solution of its basic
processes.

Stationary structural function
can be used to describe the system
(structure and behaviour) without

safekeeping

transmission

turalnu funkciu. Ak je systém
zlozeny z nezavislych a ne-
korelovanych elementov, ide
0o monotonnu Strukturalnu
funkciu. Opis systému plati
pre vybranu dvojicu jeho stavov (napriklad prevadzkovy bezpeény
stav a stav s nebezpe¢nou poruchou).

QOd strukturalnej funkcie mozno prejst jednoducho k pravde-
podobnostnej funkcii, ktord opisuje pravdepodobnost jednotli-
vych stavov systému v niektorom bode ¢asovej osi.

Asi za najdolezitejsi model mozno povazovat ten, ktory opisuje
zabezpeCovaci systém v procese jeho starnutia. Takyto model
musi dovolit vyber rozdelenia pravdepodobnosti vyskytu prislus-
ného nahodného parametra (poruchy) a vypocet pravdepodob-
nosti vyskytu zvoleného stavu v potrebnom ¢asovom intervale.

Zabezpecovaci systém je sucastou (subsystémom systému ria-
denia Zelezni¢nej dopravy. Pri riadeni dopravného procesu mozno
rozliSit tri hierarchické urovne: procesnu, operativnu a menezérsku.
Riziko vzniku nebezpecenstva je najvdacsie na procesnej urovni.
Na tomto riziku sa podielaju vSetky Casti systému riadenia dopravy.
Zabezpecovaci systém ma v tomto ohlade vyznamny podiel, pretoze
stanovuje (,,vypocCitava“) vac§inu povelov na zmenu stavu doprav-
ného procesu. Ak je povel korektny, ide o prevadzkovy stav. Ak
z nejakych pri¢in dojde k nespravnemu vytvoreniu alebo inter-
pretacii povelu na zmenu stavu, ide o poruchovy stav. Tento stav
moze, ale nemusi viest k realizacii ohrozenia, pri ktorom vznikaju
Skody na majetku, zdravi, Zivote a zivotnom prostredi.

Uroveii bezpeénosti preto musi byt odvodena od pripustnej
(akceptovatelnej) miery ohrozenia dopravného procesu. Tato
uroven je zavisla od chranenej hodnoty a od intenzity dopravného
procesu.

Predpokladajme v prvom pribliZeni, Ze existuje mechanizmus
rozdelenia rizika medzi zabezpecCovaci systém a ostatné sub-
systémy riadenia dopravy. Potom mozno hovorit o urovni bezpec-

Obr. 1 Zdkladné operdcie pri manipuldcii s informdciou
Fig. 1 Basic operations at manipulating with information

including dynamics of its states. If
the system contains independent
and non correlated elements, it is
a monotonous structural function.
Description of the system is valid for
a chosen pair of its states (the safe operating state and dangerous
failure state).

It is simple to pass from structural function to probability
function, which describes the probability of single system state at
some point of the time axis.

As the most important model can be regarded the one that
describes the safety system in its ageing process. Such a model has
to permit the selection of probability distribution of occurrence of
competent random parameter (failure) and calculation of appear-
ance probability of a chosen state in the necessary time period.

The safety system is a part (subsystem) of the railway traffic
control system. In the control of the traffic process three
hierarchical levels can be distinguished: procedural, operational
and managerial. The highest risk of hazard occurrence exists on
the procedural level. This risk is shared by all parts of the traffic
control system. A significant role is played by the safety system
since it sets (“calculates) most of the commands given to change
the conditions of the traffic process. Provided the command is
correct, it results in an operational state. The state is considered
faulty if for any reason the command given to change the
condition is made incorrectly or misinterpreted. Such a condition
can lead (but not in all cases) to an accident which damages
property, health, lives and environment. The safety level must
therefore be derived from the acceptable hazard rates for the
traffic process. This level depends on the protected value and on
the traffic process intensity.

Let us first assume that there is a mechanism of risk
distribution between the safety system and other subsystems of
the traffic control. Then the safety level of the safety system can
be regarded as the level of risk of incorrect production and
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nosti zabezpecovacieho systému ako o miere, ktorou sa da vyjad-
rit riziko nespravneho vytvorenia a nespravnej interpretacie tych
povelov, ktoré vytvara zabezpecovaci systém. Za nespravne vytvo-
renie povelu sa pritom povazuje aj vytvorenie povelu spravnym
postupom, ale na podklade nespravnych vstupnych veli¢in pre jeho
vytvorenie. Zakladna

schéma jednostupno- z
vého riadenia procesu
je na obr. 2. v

Pre ulohy analy-
zy a syntézy systému
s definovanou urov-
nou bezpecnosti treba
stanovit postupy na
zaistenie spravania sa
systému vo vSetkych
jeho predvidatelnych ||
stavoch. Tieto postu-
py sa realizuju cez
ochranné mechaniz-
my zabezpecovacieho
systému. Ochranné
mechanizmy systému
musia zaistif, ze aj —

Former

,.Calculation* of the command to
change a condition

C
Controlled
—r— Traffic Process -

" e — 3 >

v pripade vyskytu po- 7’

misinterpretation of the commands produced by the safety system.
Commands resulting from a correct procedure but using incorrect
input quantities are also considered incorrect commands.
The principal scheme of the one-stage process control is shown in
Fig. 2.

For the tasks of
analysis and synthe-
sis of the system
with a defined level
of safety the proce-
dures ensuring the
behaviour of the
system in all its pre-
dictable states must

Legend:

C — the space of control quantities
Z — the space of external effects
V — the space of output quantities
S — the space of state quantities

D — the space of diagnostic quantities be defined.
A — the space of the output quantities of the analyser
R — the space of order quantities These  proce-

7’ — the space of interference quantities dures are realised

through the defence
mechanisms of the
safety system. They
have to ensure fulfil-
ling of the deman-
ded functions accor-
ding to the pre-de-
fined algorithm even
in the case of failure.

ruchy systém vykona-
va svoje funkcie pres- Analysis

ne podla vopred defi-

novaného algoritmu. {}
Opatrenia na zaiste- R U

nie takéhoto sprava-
nia sa systému mozno
aplikovat na systémo-
vej urovni a na urovni
funkénych jednotiek a prvkov systému. Na systémovej trovni ide
predovsetkym o volbu vhodnej struktury systému. Opatrenia na
urovni funkénych jednotiek a prvkov st zamerané najma na detek-
ciu poruchy a negaciu jej ucinkov.

Klasifikacia chyb

Zabezpecovaci systém sa podiela na tychto operaciach schémy
riadenia podla obr. 2.
e ziskavanie veli¢in V, D, R, S,
e analyza velicin R, Z, V, D, S,
e tvorba veli¢in C,
e prenos potrebnych veli¢in medzi dvoma miestami.

Pri vSetkych tychto operaciach moze vzniknut chyba. Chyby
vedu k nespravnemu vytvoreniu riadiacej veli¢iny C (povelu na
zmenu stavu), alebo k nespravnej interpretacii riadiacej veliCiny
(prechod do neprislusného stavu v priestore veliin S). Pre defi-
novanie Urovne bezpecnosti treba tieto chyby klasifikovat a najst
opatrenia na zarucenie akceptovatelného vyskytu (pravdepodob-
nosti alebo intenzity) nezistenych, alebo neoSetrenych chyb.

Obr. 2 Zdkladnd schéma jednostupriového riadenia procesu.
Fig. 2 The principal scheme of one-stage control process

Precautions taken
to ensure such sys-
tem behaviour can
be applied on the
system level as well
as on the level of
functional units and
system components.
On the system level the choice of the appropriate system struc-
ture is involved above all. Precautions taken on the level of func-
tional units and components aim mainly at fault detection and ne-
gation of fault effects.

Fault Classification

The safety system takes part in the following operations of the
control scheme shown in Fig. 2:
e Obtaining V, D, R, S quantities
e Analysing R, Z’, V, D, S quantities
e Producing C quantities
e Transmission of required quantities between 2 places.

A fault may occur in all of these operations. Faults result in
an incorrect production of the control C quantity (the command
for a change of state) or in misinterpretation of the control quan-
tity (transition to an unauthorised state in the area of S quanti-
ties). To define the safety level these faults must be classified and
precautions that can guarantee acceptable occurrence (probabi-
lity or rate) of unidentified or unattended faults must be taken.
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Vsetky cCasti zabezpecovacieho systému, ktoré ziskavaju veli-
¢iny V, D, R, S, analyzuju veli¢iny R, Z’, V, D, S, vytvaraju veli¢iny
C a podielaju sa na prenose vsetkych veli¢in riadeného systému,
mozno takmer bez vynimky povazovat za nejaku podobu konec-
ného automatu (KA). Chyby, ktoré mozu vzniknut v ¢innosti KA,
mozno klasifikovat do tried:

a) chyby v jazyku,

b) chyby v prenose zo vstupu na vystup KA,

c) chyby formatu,

d) chyby spravania (kauzality vykonavania Ciastkovych funkcii),

e) chyby poskytovania sluzby vysSiemu systému (chyby kauzality
sluzieb).

Na kompletny opis systému treba zostavit model, ktory okrem
uvedenych skutocnosti umozni zaratat aj Ucinky opera¢ného
prostredia, teda kombinovat dva a viac nahodnych procesov, ktoré
mozu mat rozdielny charakter rozdelenia pravdepodobnosti.

Ak predpokladame, Ze stavy objektu sa daju opisat ako nahodné
premenné, potom mozno s vyhodou pouZit aparat teorie informa-
cii na vytvorenie charakteristik toku poruch (pri analyze), alebo
na opis modifikacie takého toku (pri syntéze). Ide o nasledujuce
Casti informacnej teorie.

Stavy objektu ako ndahodné premenneé:

Nech su stavy objektu povaZované za nahodné premenné X,
X,, ... X,,. Ich vlastnosti su dostato¢ne opisané funkciou rozdele-
nia pravdepodobnosti p(x;, X5, ... X,,). Premenné X, X,, ... X, mozu
byt identicky rozdelené podla niektorého typu rozdelenia pravde-
podobnosti. MozZu byt nezavislé, podmienene zavislé, alebo Statis-
ticky zavislé. Pri znamom rozdeleni pravdepodobnosti nahodnych
premennych sa da stanovit entropia stavov objektu.

Entropia umoznuje opisat objekt v potrebnej forme, napriklad
pri tvorbe kodu, ktorym je opisany celkovy stav objektu.

Opis stavov objektu pomocou nerovnosti
pre spracovanie dat

Predpokladajme, zZe stavy objektu tvoria Markovovu retaz.
Nerovnost pre spracovanie dat sa pouZzije na demonstraciu, Ze
ziadna ,Sikovna“ manipulacia s idajmi nemozZe zlepsit vypocet
stavovych charakteristik.

Definicia: Nahodné premenné X, Y, Z tvoria Markovovu retaz
v tomto poradi, ak podmienené rozdelenie Z zavisi len od Y a je
podmienene nezavislé od X. Premenné X, Y, Z tvoria Markovovu
refaz X—Y—Z, ak spolo¢na pravdepodobnostna funkcia sa da
napisat takto:

p(x. 3. 2) = (o). p |0 p(z ). )
Z toho vyplyvaju niektoré jednoduché dosledky:

o X — Y — Zvtedy a len vtedy, ak X a Z su podmienene nezavislé
pre dané Y. Implicitne je v tom podmienena nezavislost, pretoze
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All parts of the safety system that obtain V, D, R, S quantities,
analyse R, Z’, V, D, S, quantities produce C quantities and take
part in the transmission of all the controlled system quantities can
be regarded (almost without exception) as a certain kind of the
finite automaton. Faults that can occur in operation of the finite
automaton may be classified into the following classes:

a) Language faults

b) Faults in transmission from the input to the output of the finite
automaton

¢) Format faults

d) Behaviour faults (faults in causality of performing partial
functions)

e) Faults in providing services to the superior system (faults in
service causality).

For a complete system description we need to create a model
that, apart from the mentioned facts, enables to incorporate the
effects of the operational surroundings as well- thus to combine
two and more random processes, which can have different
character of probability distribution.

Supposing that the object states can be described as random
variables, the information theory apparatus can be conveniently
used to create characteristics of fault flow (during analysis) or to
describe the modification of such a flow (during synthesis). The
following parts of information theory are involved.

Object states as random variables

Let the object states be regarded as the random variables X,
X,, ... X,,. Their characteristics are sufficiently described by the
probability distribution function p(x,, x,, ... x,,). Variables X, X,
... X, can be identically sorted by some type of probability distri-
bution. They can be independent, conditionally dependent or sta-
tistically dependent. When the probability distribution of the
random variables is known, entropy of the object states can be
estimated.

Entropy enables to describe the object in the necessary form,
e.g. during the creation of the code, by which is the comprehen-
sive object state described.

Let us suppose that object states create a Markov chain. The
data processing inequality can be used to show that clever mani-
pulation with the data cannot improve the computation of state
characteristics.

Definition: Random variables X, Y, Z form a Markov chain in
this order if the conditional distribution of Z depends only on
Y and is conditionally independent from X. Specifically, variables
X, Y and Z form a Markov chain X—Y—Z if the joint probability
mass function can be written as:

3. 2) = o). p |0z Q)
Some simple consequences result:

e X — Y — Zifand only if X and Z are conditionally independent
for given Y. Markovity implies conditional independence because

KOMUNIKACIE / COMMUNICATIONS 2/2000 e 25



KOMNIKCCle

C O M M UNICATI ON:S

(X, »,2) _ pCx, V(1)
p(») p(»)

Takto su charakterizované Markovove retaze, ktoré mozu byt
rozsirené na definované Markovove polia. Su to n-rozmerné
nahodné procesy, v ktorych vonkajSok a vnutrajSok je nezavisly
vo¢i danej hranici.

o X—Y—Z implikuje Z—Y—JX. Tieto podmienky mozno zapisat
aj takto: XY Z.
e Ak Z = f(Y), potom X—Y—Z.

p(x,yl2) = =p(xInaizly) (@)

Teraz uz mozno dokazat dolezitu teorému, demonstrujucu, Ze
Ziadne spracovanie Y (determinované alebo nahodné) nemoze
zvysit informaciu, Ze Y vypoveda o X.

Teoréma 1: Ak X—Y—Z, potom I(X;Y) = I(X;Z).

Dékaz: Podla retazového pravidla mozZeme rozsirit vzajomnu
informaciu dvoma sposobmi:

IX.Y.Z) = [X.Z) + [(X:Y|Z) (3)
= I(XY) + I(XZ| V). (4)

Pretoze X a Z su podmienene nezavislé pre dané Y, je
IX:Z|Y) = 0. Pretoze I(X:Y| Z) = 0, dostavame

XY = [(X.2). ©)

Rovnost plati vtedy a len vtedy, ak I(X;Y|Z) =0, t. j.
X—Y—Z vytvara Markovovu refaz. Podobne sa da dokazaf, ze
IY:Z) = I(X.Z).

Désledok: Pre zvlastny pripad, ak Z = g(Y), je I(X;Y) =
1(X:g(Y)).

Dékaz: X—Y—g(Y) tvori Markovovu retaz. Funkcia g(Y)
nemdzZe zvysit informaciu o premennej X.

Désledok: Ak X—Y—Z, potom I(X;Y| Z) =1(X;Y).

Dékaz: Z rovnice (3) a (4) a pouzitim faktu, 7e [(X:Z| ¥) = 0
aI(X;Z) = 0, dostavame I(X;Yl Z)=1XY)

Zavislost X a Y je zmenSena (alebo aspon nezmenena) pozo-
rovanim ,,poklesu“ nahodnej premennej Z.

Vsimnime si, Ze moze byt aj I(X;Y| Z) = I(X;Y) vtedy, ak X,
Y, Z netvoria Markovovu retaz. Napriklad nech X a Y su nezavislé
linearne nahodné premenné a nech Z = X + Y. Potom /(X;Y) = 0,
ale I(X;Y|2) = HX|z) - HX|Y.Z) = HX|Z2) = P(Z_)) .
H(X|Z_,) = 0,5 bit.

Pouzitie chybovej nerovnosti pre analyzu bezpecnosti

Pouzitie chybovej nerovnosti je kltiCové pri rozbore bezpec-
nosti zabezpecovacieho systému a jeho elementov. Da sa ocaka-

(X, y,2) _ PO, (21 y)
p(») p(»)

This is the characterisation of Markov chains that can be
extended to define Markov fields, which are n-dimensional random
processes in which the interior and exterior are independent from
the given values of the boundary.

o X—>Y—Z implies that Z—Y—X. Thus the condition is
sometimes written X<>Y<>Z.
o If Z =f(Y), then X—>Y—Z.

p(x,ylz) = = pixInezly) @

We can now prove an important and useful theorem demon-
strating that no processing of Y, deterministic or random, can inc-
rease the information that Y states about X.

Theorem I: If X—>Y—Z, then mutual information /(X;Y) =
I(X;2).

Proof: According to the chain rule, we can expand mutual
information in two different ways

IX:Y,Z) = [(X;Z) + [(X;Y| 2) 3)
= IXY) + IXZ| 7). 4)

Since X and Y are conditionally independent for the given Y,
[(X;Z| Y) = 0. Since I(X;Y|Z) = 0, we get

1X;Y) = I(X:2). (5)

Equality is valid if and only if I(X;Y| Z)=0,ie XoY—>Z
forms a Markov chain. Similarly can be proven that I(Y;Z) =

1(X.Z).

Corollary: In specific case, if Z = g(Y), we get I(X;Y) =
1(X:g(D)).

Proof: X—>Y—g(Y) forms a Markov chain. Function g(Y)
cannot increase the information about variable X.

Corollary: If X=Y—Z, then I(X;Y|Z) = I(X;Y).

Proof: From (3) and (4), and using the fact that I(X;Z| N=0
by Markovity and /(X;Z) = 0, we get I(X;Y| Z)=IXY)

Thus the dependence of X and Y is decreased (or remains
unchanged) by the observation of the decrease of random variable Z.

Note that it is also possible that /(X;Y|Z) = I(X;Y) when X,
Y and Z do not form a Markov chain. For example, let X and Y be
independent linear random variables, and let Z = X + Y. Then
IX:Y) = 0, but I(X:Y| 2) = H(X|2) — HX| Y,2) = HX| 2) =
P(Z_,). H(X|Z_,) = 0,5 bit.

Application of error inequality for analysing the safety

The application of error inequality is key-important when ana-
lysing safety system and its components. The estimation of X
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vat, Ze odhad X (vybraného stavu objektu) je mozny s malou prav-
depodobnostou chyby len vtedy, ak podmienena entropia H(X | Y)
je mala (Y je vyjadrenie pozorovaného stavu X cez prostrednika,
ktorym moze byt signal na vystupe obvodu). Chybova nerovnost
tato myslienku kvantifikuje.

Rozsirime dokaz kédov s nulovou pravdepodobnostou chyby
aj na kody s malou pravdepodobnostou chyby. Novou zlozkou
bude chybova nerovnost, ktora stanovuje spodnu hranicu pravde-
podobnosti chyby v pojmoch podmienenej entropie.

Index W je rovnomerne rozdeleny na mnozine W= {1, 2, ...
..., 2n%} a sekvencia Y” je pravdepodobnostne zviazana s W. Zo
sekvencie Y” odhadujeme vyslany index W. Nech je odhad W=
g(Y"). Definujme pravdepodobnost chyby

P, = PHW # W). (6)
Dalej definujme

E=1,ak (W # W), %)
E=0,aksa W =W.

Pouzijeme retazové pravidlo pre entropiu na rozSirenie
H(E,W| Y"). Dostaneme:

HEW| Y™y = HW|Y") + HE|w,y") (8)
= HE| ") + HW|EY"). 9)

Pretoze E je funkciou W a g(Y") musi byt H(E| W, Yn) = 0.
Tiez H(E) =< 1, pretoze E je binarna nahodna premenna. Posledny
termin H(W| E,Y") mozno ohraniCit takto:

HW|EY") = P(E=0)H(W|(Y"E=0) + P(E=1)H(W|Y"E=1)
= (1-P", (E=0) + P, log( W — 1)

=P" iR,

pretoZe pri danom E = 0, W= g(Y") a ked je E = 1, moZeme
dostat hornu hranicu podmienenej entropie. Kombinovanim tychto
vysledkov dojdeme k chybovej nerovnosti:

HW|Y"y <1+ P“, nR (13)
Pretoze pre pevny kod je X"'(W) funkciou W, plati
HX"(W)(Y") = HW(Y"). (14)

Lema: (chybovd nerovnost): Pre diskrétny kanal bez pamaéti
s kddovou knihou £ a s rovnomerne rozdelenymi vstupnymi spra-
vami nech plati: P*, = PH(W # g(Y")).

Potom je
HX"| YY) <1+ P™ uR. (15)
Teraz dokazeme tuto lemu, ktora ukazuje, Ze kapacita kanala

na jeden prenos sa nezvysuje, ak pouZijeme diskrétny kanal bez
pamati viackrat.
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(chosen object state) with small error probability is possible only
if the conditioned entropy H(X | Y) is small (Y is the observed
state of X expressed through an intermediary, which can be
a circuit output signal). Error inequality quantifies this idea.

We now extend the proof that was derived for zero-error codes
to the case of codes with very small error probability. The new
ingredient will be error inequality, which defines a lower boun-
dary of the error probability in terms of the conditional entropy.

The index W is uniformly distributed on the set W = {1, 2, ...
..., 2n%}, and the sequence Y” is probabilistically related to W.
From Y”, we estimate the index W that was sent. Let the
estimation be W= g(Y"™). Let us define the error probability

P, = Pr(W + W). (6)
Next, we define

E=1,ak (W + W), %)
E=0,aksa W =W.

Then using the chain rule for entropies to expand
HEW|Y"). we get

HEW| Y™y = HW| Y") + HE| w,¥") (8)
= HE|Y") + HW|EY"). 9)

Now, since E is a function of W and g(Y"), inevitably
H(E| W,Yn) = 0. Also H(E) =1, since E is a binary valued
random variable. The remaining term, H(W|E,Y"), can be
bounded as follows:

(10)
)y
(12)

since by given E = 0, W = g(¥"), and when E = 1, we can get
the upper boundary of the conditional entropy. Combining these
results, we obtain error inequality:

HW|Y"y <1+ P, nR (13)
Since for a fixed code X" (W) is a function of W,
HX"(W)(Y™") < HOW(Y™). (14)

Lema: (error inequality). For a discrete memoryless channel
with a codeboock ( and the input messages uniformly distributed,
let P, = Pr(W # g(¥")).

Then
HX"| Yy <1+ P™ uR. (15)
We will now prove this lema which shows that the channel

capacity per one transmission is not increased if we use a discrete
memoryless channel many times.
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Lema: Nech Y” je vysledok prisposobenia X” na diskrétny
kanal bez pamaiti. Potom

I(X"Y") < nC, pre vietky p(x"). (16)

Dokaz:

IX"Y") = H(Y") — H(Y" | X™) (17)
= H(Y") — Zl HY, Y, .Y X7 (18)
=§1H<Y">—ZH(KIAG), (19)

pretoZe podla definicie diskrétneho kanala bez paméti Y, zavisi
len od X; a je podmienene nezavislé od vietkych ostatnych.
Pokracovanim série nerovnosti je:

IX™Y™) = H(Y") — ZHIH(Y[ |X) (20)
silﬂ(yi)—ilﬂ(nlxi) Q@1
= Il(KsK-) | (22)
= 23)

kde (21) vyplyva z faktu, zZe entropia siboru nahodnych premen-
nych je mensSia ako sucet ich individualnych entropii. Vysledok
(23) vyplyva z definicie kapacity. Tym je lema dokazana.

Teraz treba dokazat konverziu kodovacej teorémy.

Dékaz: Mame ukazat, Ze akakolvek sekvencia (2”R,n) kodov
s0 A’ —0 musi mat R < C.

Ak sa maximalna pravdepodobnost chyby blizi k nule, potom
priemernd pravdepodobnost chyby pre sekvenciu kodov sa tiez
blizi k nule, t. j. A®’—0 implikuje P*, — 0, kde P, je defino-
vana ako priemerna pravdepodobnost chyby pre kod (M,n): P(")e =

M
I Z A; Nech je pre kazdé n zobrazené W podla rovnomerného

=1
rozdelenia cez {1, 2, ..., 2"F}. Pretoze W ma rovnomerné rozdele-
nie, je P, = PH(W # W).

Preto je

nR = HOW) = HW|Y") + I(W:Y") (24)
= HW| Y") + [X"(W):¥") (25)
=1+ P™ nR + IX"(W):;Y") P, (26)
= 14+ P, nR + nC 27

Po vydeleni n bude:

1
RsP<QR+;+C (28)

Pre n — oo idu prvé dva ¢leny na pravej strane k nule a preto

R=C (29)

Lema: Let Y" be the result of passing X” through a discrete
memoryless channel. Then

I(X";Y") < nC, pre vietky p(x"). (16)

Proof:

IX"Y") = H(Y") — H(Y"| X") (17
= H(Y") — Zl HY, Y, Y X7 (18)
=2H(Y”)—ZH(K|&), (19)

since by the definition of a discrete memoryless channel, Y,
depends only on X; and is conditionally independent from
everything else. Continuing the series of inequalities, we get

IX"Y") = H(Y") - _iH(Y,- %) (20)
sanH(Y,)—iH(Y,»IX,-) (1)
- II(X,-;Y,) | (22)
<nC, (23)

where (21) follows from the fact that the entropy of a collection
of random variables is less than the sum of their individual entro-
pies, and (23) follows from the definition of capacity. Thus we
have proved that using the channel many times does not increase
the information capacity in bits per transmission. We are now in
position to prove the conversion to the channel coding theorem.

Proof: (conversion to channel coding theorem). We have to show
that any sequence of (2% n), codes with A“?—0 must have R < C.
If the maximal probability of error is close to zero, then the
average probability of error sequence of codes also goes to zero,
ie., A" —0 implies P, — 0, where P, is defined as average

1 M
probability of error for an (M,n) code: P(”)e = I Z A;.For each
i=1

n, let W be drawn according to a uniform distribution, P, =

Pr(W # W).

Hence

nR = HOW) = HW|Y") + I(W:Y") (24)
= HW| Y™y + KX"(W):¥") (25)
=1+ P", nR+ IX"(W),Y") P, (26)
=1+ P“, nR + nC (27

Dividing by n, we obtain

1
RSP(”LR+;+C (28)

Now letting n — oo, we can see that the first two terms on the
right hand side go to 0, and hence

R=C (29)
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TakZe po prepisani (28) je

P, =1 ¢ ! 30

n Z - - —.

e R (30)
Tato rovnica ukazuje, Ze ak R > C, pravdepodobnost chyby sa

vzdialuje od nuly so zvdéSujucim sa n. Preto sa pri takych rych-

lostiach neda dosiahnut Tubo-

volne mala pravdepodobnost P,

chyby (obr. 3).

Tato konverzia je slabou
konverziou kddovacej teorémy.
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We can rewrite (28) as

P<">z1—£——1 (30)
¢ R nR’

This equation shows that if R > C, the error probability is
moving away from 0 for sufficiently large n. Hence we cannot
achieve an arbitrarily low error
probability at rates above capacity.
This inequality is illustrated in

Fig. 3.
This conversion is a weak
conversion of the channel coding

Da sa dokazat aj silna konver-

rate of code R theorem. It is also possible to

zia, ktora tvrdi, ze pri zvySo- ¢ prove a strong conversion, which
vani rychlosti nad hodnotu Obr. 3 Dolnd hranica pravdepodobnosti chyby states that for the rates above
kapacity sa pravdepodobnost Fig. 3 Lower boundary of the error probability capacity, the error probability

chyby blizi exponencialne
k 0,5. Hodnota kapacity je hraniénym bodom, v ktorom sa prav-
depodobnost chyby meni.

Zaver

V zavere je formulovany postup pre opis bezpecnosti z hla-
diska pravdepodobnosti nebezpecnej poruchy ako pravdepodob-
nosti vyskytu néhodnej premennej X;. Pravdepodobnost P(X;)
pritom znamena pravdepodobnost prechodu objektu zo stavu i do
stavu j. Stav X; patri do mnoziny bezpecnych stavov, stav X; patri
do mnoziny nebezpecnych stavov. Pre obidve mnoziny stavov
mozno pouzit aj jemnejSie delenie, pricom sa pouZije stromova
Struktura zobrazenia stavov do nahodnych premennych.

e Bezpecnost sa opisuje Struktirou stavov. Tuto Struktiru mozno
pouzif na opis stavov celého objektu, alebo v hierarchickom
usporiadani na opis stavov jednotlivych prvkov , alebo funkcii
objektu.

e Pre jednotlivé typy objektov (zabezpecovacich systémov, alebo
dopravnej cesty ako celku) sa stanovi druh zavislosti stavov,
ktoré su reprezentované nahodnymi premennymi. V prvom
priblizeni sa da predpokladat, Ze ndhodné premenné (stavy
objektu) tvoria Markovovu retaz.

e Pri manipulacii s nahodnymi premennymi treba reSpektovat
fakty, vychadzajice z nerovnosti pre spracovanie dat.

e Miera bezpeCnosti objektu je zavisla od pravdepodobnosti
chybného odhadu nahodnej premennej X na zaklade znalosti
premennej Y. Vyuzitim chybovej nerovnosti sa daju stanovit
poziadavky na logicku reprezentaciu zabezpecovacich funkcii.

Recenzenti: P, Peniak, L. Skyva

nears exponentially to 0,5. Hence,
the capacity is a very clear dividing point in which the error
probability is changing.

Conclusion

In the conclusion a procedure for description of safety from
the point of dangerous error probability as a probability of
random variable Xij appearance is formulated. Probability P(Xij )
means the probability of transition of the object from state i to
state j. State Xi belongs to the set of safe states, state Xj belongs
to the set of hazardous states. For both sets of states a more
precise division can be used, by which a tree-type structure of
displaying states into random variables is used.

e safety is described by the states structure. This structure can be
used to describe states of the whole object, alternatively in
hierarchical order to describe the state of single elements, or
object functions.

o for individual object types (safety system, or transport route as
a whole) a state dependency type is determined (of the states
represented by random variables). In the first approach it can
be assumed, that random variables (object states) create
Markov chain.

o when manipulating with random variables, facts concluding
from data processing inequality have to be respected.

o the rate of object safety depends on the probability of a wrong
estimation of the random variable X based on knowing the
variable Y. By using the error inequality the requirements for
logical representation of safety functions can be estimated.

The paper was elaborated with the support of grants VEGA
1/5230/98 and 1/5255/98.
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