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THE INFORMATION SECURITY OF ENTERPRISES
AND CITIZENS’ SECURITY CONTEXT

The aim of the article to show the analogical procedures encountered while dealing with the security of a company or personal security.
Security of Information Systems relates closely to modern-day life and the solution of crisis situations is but one part. It does not matter whether
the reason of the crisis is the human factor (purposely or unpremeditated) or even a technical failure. All systems must be able to switch to
reserves within real time in order to ensure process continuity. While this article is about systems in the economic (financial) field, the same
rules apply in government crisis management at any level. Consequently, the rule of Crisis Management in contemporary society is essential.

Introduction

When resolving questions regarding information security, we
encounter many approaches which we, with all sense of gravity,
perceive as parallels in the domain of Crisis Management and the
citizens’ security. In every case, the aim is always a question of
protecting something - anything that makes sense to protect and
which can be considered to be threatened in some way (e.g. unau-
thorised access to a database, manipulations of data, assumed
identities, misuse of communications possibilities of networks for
illegal activities, etc., ... and ending with terrorism).

From the view above, it is therefore possible to say that infor-
mation security is a specific case of citizens’ security oriented on
the protection of tangible and intangible commodities. The resolu-
tion of such a conception of the problems and issues involved in
information is, therefore, highly important and beneficial for society
at large.

Security management activities under unusual
circumstances

One of the first tasks of security management is to establish
how the security situation will be classified as a security incident
as well as how it should be resolved. Simply put, it is necessary to
establish the borders defining when the problem will be the concern
of the security specialist in conjunction with the Managing Direc-
tor and which situations should be resolved at the consultant and
specialist levels.

The resolution of grave security incidents classified as cata-
strophes and accidents are usually resolved in specially-prepared
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documents (i.e. crisis plans or contingency measures based on the
same) [4] [5].

In Security Policies, the category of security incident and the
duties of each employee must be clearly set out, as follows:

» Proactively circumventing the security incident.

» To act in a decisive manner and in compliance with the instruc-
tions of the security management personnel in the discovery and
liquidation of consequences of security incidents at all three
levels of the security system?.

 To directly inform each and every breach of the security policy
to the appropriate security management system employee.

» The security policies or regulations based upon them shall be
openly publicised by the person in charge of third-level security
management issues in each workplace (department, office, organ-
isational structure unit, etc).

In case of an incident arising, the security management team
should proceed in line with the following schema:

» The employee who discovers the security incident must imme-
diately inform the employees of the second and third security
management levels.

 This should be in writing (or verbally while ensuring a written
record) in one’s own special log and the immediate securing of
the place (or technical equipment), where the security incident
occurred. This announcement is classified as a Confidential
Document.

« If a third-level security management employee has been informed
- the facts regarding the discovery must be passed on as quickly
as possible to a second-level security management employee -
into whose competence this security incident falls.

» This second-level security management employee must ensure
a complete security analysis of the incident and establish the
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direct measures undertaken to resolve the issue. If the measure(s)
exceed their powers and competencies, they must inform the
first-level security management employee (the Head of Security)
about this event as soon as possible, who will ensure the taking
of adequate measures.

» Second-level security management employees should pass on
a summary of information about security incidents to the chief
security managers at proscribed intervals (e.g. once every three
months) for their operational and strategic importance.

« Each and every employee should have the right to contact and
confide in a security management team employee at the level of
their choice if they suspect that there is a threat to the security
of the information they deal with.

Crisis situation management plans

Security, like a coin, has two sides - the protection of infor-
mation and its accessibility; and the mastery of exceptional situa-
tions - this is precisely to be found in the preservation of its
accessibility - therefore, not only “fences” and passwords but also
back-ups onto storage disks; planning; etc. The mastery of Excep-
tional Circumstances (EC) therefore may only be successful where it
respects to the letter the important elements of crisis management,
i.e. overall security policies, and especially - Systemic Systems
Security Policies® (SSSP). Without the below-mentioned documents,
it is only possible to master an EC in the sense of generally-applica-
ble principles and bearing in mind the specific procedures prevailing
in differing organisations [1] [6].

The resolution of exceptional circumstances (events) is usually
reflected in three basic key documents, which are hierarchically
linked together. In the first instance, we must interest ourselves in
how to manage the security aspects of business life. Then, we must
plan ways in which we can remain under our specific conditions
as long and as effectively as possible. And finally, we must know how
to survive even the most unfavourable of circumstances that we
could possibly meet. Sometimes, the following terminology is used:

» Business Continuity Management (BCM - Management of the
unbroken continuity of a business’ commercial activities).

 Business Continuity Plan (BCP - Planning for uninterrupted con-
tinuity in business operations).

 Disaster Recovery Plan (DRP - Planning for remedial activities
for situations occurring under exceptional circumstances).

The above-mentioned documents provide a starting-point at
the level of the organisation as a whole, and define the critical pro-
duction domains, determine procedures and ensure their compli-
ance in the event of occurrences of exceptional circumstances;
and set out in detail the resolution of critical and exceptional cir-
cumstances in the form of concrete approaches and procedures.
When designing a manual for the mastery of EC, it is necessary to

3 Sometimes also called the Information Systems Security Policy (ISSP).
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take the following basic stages in the resolution of exceptional cir-
cumstances into account:

Normal operations prior to the occurrence of an exceptional
circumstance:
Reactions to an exceptional circumstance.
The renewal of basic functions after an exceptional circumstance.
Interim operations.
Restoring full services and operations.
Normal operations after renewal of full services and operations
functions.
6. Normal operations prior to the occurrence of an exceptional cir-
cumstance.

R~

During normal operations, we must gradually create and fulfil
conditions that enable execution of crisis plans - whether in
“normal” (main) or reserve facilities with Main Spaces and
Resources (MSRF) or of Reserve Spaces and Resources and
Equipment (RSREF).

These mainly are:

» Data and programme back-up and storage.

» Contracted Guaranteed (Technical) Support.

» Reserve and back-up space and their repairs and maintenance.
+ Archive documents and media.

Obviously, in such a sense the RSREF must provide not only
for the fulfilment of the third point above (i.e. reserve and back-up
space and repairs and maintenance), but also the following point,
i.e. the unbroken continuity of the archiving of documents and
media [2] [3] [8].

Reactions to an exceptional circumstance

Exceptional circumstances do not only cover fires or local
flooding, but also destructions caused by explosions, industrial influ-
ences, sabotage, premeditated or unpremeditated damages, etc. In
reality however, the site is not usually guarded by sentries and only
the ingress points from public domain external sources are sub-
jected to scrutiny - otherwise, the compound is only guarded when
patrol cars pass by or personnel within the compound patrol on
foot?, and a time-delayed sabotage act for instance could create
wide ranging damage at a time when the attacker is long gone. It is
perfectly possible to carry some form of destructive materials into
the building and to place them precisely where they can do the
greatest degree of harm and destruction, and this can be carried
off without attracting any special attention whatsoever.

Immediate activities undertaken by individuals and technical
equipment in response to the occurrence of an exceptional cir-
cumstance are, for instance, the reactions of:

» A person directly impacted by the situation.

4 Here, we are thinking of normal (floor) space, i.e. not fitted with any form of industrial tracking technical equipment.
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* A top-echelon employee (Management).
* An IT employee.
« Technical equipment.

From the RSREF point of view, the reaction of the IT employ-
ees is important in connection with the reaction of users directly
affected by the event and especially in reaction to events of a tech-
nical character. Activities undertaken immediately after the occur-
rence of an EC directly influence further approaches to the
resolution of the crisis state. For example, after the intervention of
the Fire Brigade, it is unlikely that production machinery and equip-
ment or production media operations will recommence within
a period of less than 12 hours, and it is necessary to take this fact
into consideration when planning alternative activities.

A component of the transformation process is the transport
and installation of larger quantities of materials, which not only
require the construction of external access roads with sufficient
load-bearing capacities, but additionally, sufficiently suitably-dimen-
sioned passageways and corridors. This issue is inseparably intercon-
nected with the implementation of the DRP itself to an emergency
stand-by state, i.e. equipping oneself with appropriate technologi-
cal equipment, furniture, etc.

Renewal of basic functions after
an Exceptional Circumstance

Renewal of basic functions must include:

» Transition to back-up approaches and procedures (e.g. the manual
processing of information), before the basic functions and ser-
vices in the RSREF are brought on-line.

« Bringing on-line the RSREF (communication-links, activation
of alternate power resources and media, etc.).

« Renewal of the basic IS functions of the RSREF.

« Working in the back-up regime.

When mastering an EC, it is important that the transition to
the back-up operating regime should reflect as fully as possible the
fulfilment of the basic functions and, especially, that their renewal
in the back-up sites must be supported by the initiation of the
basic state (i.e. at the moment of occurrence of an EC on the BCP)
from reserve backup media, etc. Communications must be renewed
as soon as possible between the productive departments (i.e. users,
production, etc.) and the team which will renew and manage the
basic functioning of DRP (Crisis Management Team).

In the first phase, the Crisis Management team must, there-
fore, be capable of activating not only technical equipment and
technical communications paths (e.g. networks, the Internet, etc),
but also master Head Office activities on the front lines, acquiring
back-up media, their installation and bringing on-line, and espe-
cially, those activities that enable a transition back to normal full
operational activities in the original locality of the DRP. From this
it must be clear that the operations of the RSREF must also be
managed as regards the continuous creation of operational back-
ups and reserves and their safe storage [11][12].
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Interim operations

Interim operations must enable the execution or accessibility
of functions that are specified in the BCP and DRP. These are the
minimum number of functions that need to be preserved to cover
basic activities, i.e. to be able to, at least in part, continue to man-
ufacture and sell.

Frome the above, it is clear that mastery of the EC from this
point of view is, lacking the requisite documents (the BCP, DRP,
CBP, and SBP), only a generalised concept and is further bur-
dened by a certain degree of subjectivity.

Restoring full services and operations

The restoration of full services and operations is usually the
least-considered part of the whole chain. What this means is that,
in accord with the BCP and DRP, plans are elaborated and later
implemented for the return to the original HPP and the renewal
or restoration of full operations after the transition from the
RSRPF. This requires above all:

» The execution of previously established technical and organisa-
tional measures in line with the BCP and DRP.

» The gradual handover and transfer of tasks (activities).

» Replacement of the materials consumed or destroyed in the
course of the RSRPF, and others.

The RSREFP must finish its functions by the renewal or
restoration of conditions for the full operation of the HPP and the
preparations for the new handover of operations activities subse-
quent to the EC.

As a function of the RSRPF as a back-up reserve centre, it
follows that upon liquidation of the EC, it is not only necessary to
support the renewal and restoration of full operations through the
handover of documentation and media, but also to assess all of
the activities undertaken by the RSRPF. This should be followed
by the updating of the CBP, SBP, BCP and DRP action plans, as
required [7] [9].

This area is both theoretically and practically demanding and
complicated, and one-hundred percent effectiveness of the measures
designed for mastery of crisis situations can never be guaranteed.
We can only test the plans repeatedly to verify their applicability
in practice. The possibility of using the services of specialised
companies is an issue - not only will they elaborate the requisite
documentation (or eventually, help in their creation), but they will
prepare for the conditions in their own environments in order to
be able to take-over operations without a hitch using their own
technical equipment and thus to reduce any damages incurred as
a consequence of the non-functioning of one’s own production
system [10].

All of this however, requires the construction of a functionally
equivalent environment, which is - for the majority of operators
of information systems, absolutely uneconomical - and for this

KOMUNIKACIE / COMMUNICATIONS 3/2005 -« 47



KOMNIKCCle

C O M MUNICATION:S

very reason, impossible to put into practice. For these reasons,
these specialised companies usually have corresponding environ-
ments pre-prepared for a variety of users and thanks to the low
probability of a crisis actually occurring, two such systems exist
concurrently on the market today. In the case of crisis situations
and the crash of these two systems at the same time, there also
currently exist contracts between other providers of similar such
services, where these assume a portion of the burden of obligation.
For the global network, this is not a technical problem. It does
however require increased protection of information since data
from more than one user can co-exist on one system at the same
time, and also, a greater variety of processes will most probably
operate on the data with varying degrees of sensitivity. For each
and every such “backed-up” system a specific security project is
required, to be approved prior to the conclusion of contracts for
reserve /back-up operational capacity.
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Conclusion - Summary

The security of information systems is closely linked to con-
temporary life and the resolution of crisis situations forms an inte-
gral part of it. It is absolutely all one whether or not the crisis
occurs as the consequence or influence of failures of the human
factor, premeditated or not, or due to a technical failure. All of the
systems must be capable in realtime of immediately switching over
to back-up systems and thus to ensure the continuity of operational
processes. In this article, we have talked and written about systems
with an orientation on economic (financial) areas; nevertheless,
the same rules also apply to the elements of state’s crisis manage-
ment teams at whatever level.

The role of crisis management as outlined above is therefore
absolutely indispensable in contemporary society for the above-
mentioned reasons.
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