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STANOVENIE MIERY RIZIKA V RAMCI KVAHTATWNYCH NORIEM
PRI RIESENI PROBLEMATIKY OCHRANY 0SOB A ICH MAJETKU

EXPOSITION OF MEASURE RISK WITHIN QUALITY NORMS BY SOLVING THE PROBLEMS
OF THE PERSONS AND PROPERTY PATRONAGE

Kvalitativne normy, ktoré su v siicasnom obdobi zavadzané do vset-
kych odvetvi riadenia, tispesne vstupuji aj do novych druhov manazér-
skej cinnosti, medzi ktoré zaradujeme aj bezpecnostny manaZment.
Zmluvny bezpecnostny zdujem ochrany persondlnych, hmotnych a ne-
hmotnych chranenych aktiv prostrednictvom modelu procesne oriento-
vanej ochrany plnohodnotne naplituje poZiadavky kontinudlneho zlepso-
vania systému manazérstva kvality bezpecnostného procesii.

Cldnok si kladie za ciel logicky zoradit realizdciu bezpecnostného
procesu zvyraznenim vzniku zdkona o sikromnych bezpecnostnych
sluzbdch, kategorizdciou jednotlivych stuprnov hierarchie realizdcie
vwkonu bezpecnostnych sluzieb a ndslednii detekciu a odhad rizik,
v ramci analyzy bezpecnostného systému, ako zdkladného prvku bez-
pecnostnej koncepcie.

1. Vznik zakona 379/1997 Z. z. o sikromnych
bezpecnostnych sluzbach a nasledné profilovanie
prislusnych kvalitativnych noriem

Problematika systémov kvality je v sucasnom obdobi aktualna
vo vSetkych fazach Cinnosti vyrobného procesu, ale aj v oblasti
poskytovania sluzieb. Zavadzanim systému kvality, s pripadnou
naslednou certifikaciou, podnik alebo firma prezentuji navonok
svoju snahu vychadzat v Ustrety poziadavkam zakaznika a dodrzia-
vat presne stanovené postupy, ¢im zabezpeci dodrziavanie stano-
venej Urovne kvality. Bezpecnostny manazment, ako nova sucast
manazovania ludskej ¢innosti, je zamerany na riadenie ¢innosti
bezpecnostnych sluzieb.

Skutoénou meratelnou hodnotou tejto ¢innosti je kvalita vyko-
nu pri ochrane aktiv chranenych objektov. Neustalemu zdokonalo-
vaniu kvality bezpecnostného manazmentu napomaha aj poznanie
zasad a principov (profilovanie) komplexného bezpecnostného
manazmentu a jeho realizacia v bezpeénostnom procese. Zo zis-
kanych skusenosti je zrejmé, Ze z viacerych koncepcii budovania
systému kvality su najrozpracovanejSie normy pre budovanie sys-
tému kvality v automobilovom a jadrovom priemysle. Pre posu-
dzovanie kvality bezpecnostnych sluzieb maji vyznam nasledovné
koncepcie:

* doc. Ing. Marian Mesaros, CSc.

Qualitative norms at present being introduced into all sectors of
management also enter successfully new sorts of managerial activities
including safety management. Contractual safety interest of personal,
material and non-material protected assets by means of a model
process orientated protection meets fully requirements of continual
improvements of managerial quality system of protection process.

The aim of the article is to arrange logically the phases of the
safety process development by means of accentuating existence of the
private security service law, categorisation of individual parts of the
hierarchy of the development of security services and subsequent detec-
tion and pre-estimating risks in the framework of the safety system as
a basic element of the safety conception.

1. Enforcing law 379/1997 Code of laws on private
safety services and consequently profiling pertinent
qualitative norms

At present issues concerning quality systems are not only
topical in all phases of the production processes but also in all the
areas providing services. Introducing quality systems, together with
subsequent certification of the company (or the firm presents
externally its effort to meet customers’ requirements and to observe
precisely firmly determined procedures), can provide meeting
determined standards of the quality. Safety management, as a new
element of the managing human activities, is aimed at managing
activities of security services.

Really quantifiable value of this activity is the quality of the
performance when protecting assets of the protected objects. Con-
tinuous quality improvement of the safety management is also
helped by knowledge of principles and rules (of the profiling) of
the complex safety management and its carrying out in the safety
process. From the acquired experiences it is evident that from many
conceptions of developing quality systems the most elaborate norms
for designing quality systems can be found in automobile and
nuclear industries. For assessing quality of the safety services the
following conceptions can be taken into account:
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- koncepcia EFQM (Eurépska nadacia pre manaZérstvo kvality)
- koncepcia TQM (Komplexné manazérstvo kvality)
- koncepcia noriem ISO radu 9000.

V roku 1987 vydala organizacia ISO po prvykrat subor noriem
radu ISO 9000. Dévodom bola potreba zhrnutia poziadaviek pre
budovanie internych systémov kvality v uz existujicich firmach.
Uvedeny stibor predstavuje interpretaciu jednotlivych postupov
pre uplatnovanie manazérstva kvality, ktoré navySe umoznuje jej
certifikaciu, urCuje hlavné znaky subsystémov, potrebné na urcenie
zhody, pricom znamena vytvorenie jednotlivych zasad manazér-
stva kvality.

V sucasnom obdobi sa pouZzivaji v bezpecnostnom manaz-
mente normy radu ISO 9000 vydané v roku 1994, ktoré boli orien-
tované na vyrobné podniky. Z tohto dévodu vznikla poziadavka na
ich prepracovanie a nové normy boli po pripomienkovani schvalené
15. 12. 2000. V ramci prepracovanych noriem sa uvazuje s pridanim
prvkov tykajucich sa neustaleho zlepSovania sa, ktoré v predcha-
dzajucej norme neboli zahrnuté. V pripade noriem radu ISO 9000
moZeme vSeobecne konstatovat, Ze zdokumentované postupy na
zaklade poziadaviek noriem, maju zabezpecit udrziavanie stanove-
nej urovne kvality. Systém kvality zabezpecuje cyklické opakova-
nie urcitej ¢innosti.

Organizacia nemozZe oCakavat, ze systém kvality zmeni neren-
tabilnu prevadzku na rentabilnu, ¢im by doslo k nepochopeniu
poslania skvalithovania ¢innosti firiem.

Systém kvality budovanej koncepciou ISO 9000 ma svoje opod-
statnenie, ak podnik poskytuje sluzby v dostatocnej kvalite a snahou
vrcholového vedenia je tito kvalitu udrziavat na danej irovni.

V bezpecnostnom manazmente je hierarchické usporiadanie,
pocinajuc pracovnikmi priamo vo vykone sluzby, az po vrcholovy
manazment, ktory systém kvality moderuje a vyhodnocuje.

Samotny zakon 379/1997 Z. z. bol niekol'kokrat novelizovany
a vo svojej podstate si nadalej zachovava len zakonni normu
a ostava v pozicii tvorcu zasad, ktoré by sa mali rozvijat v ramci
bezpecnostného manazmentu.

Obsah a ulohy kvalitativnych metod do ¢innosti bezpecnost-
ného manazmentu zavadzaju vzdelavacie institucie od zakladnych
vzdelavacich kurzov az po vysokoskolské vzdelanie. Sticasné obdo-
bie, v ramci vzdelavania bezpecnostnych pracovnikov a manazérov,
si vyZaduje vytvarat podmienky pre udelovanie certifikovanych sys-
témov manazérstva vzdelavacej institucie. Touto cestou sa vytvoria
podmienky pre vznik manazérskych zrucnosti pre absolventov
zakladnych skoleni, pre Studentov vsetkych druhov prislusného
studia a konciac organizaciou, ktora posobi vo vybranom sektore.

Prakticky bezpe€nostny manazment, vyuzivajuci kvalitativne
metody riadenia, je zaloZzeny na odhade prislusného rizika. Preto
prislusni manazéri v bezpe¢nostnom prostredi tomuto problému
prikladaji vysoku vaznost.
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- system EFQM ( European Foundation of Quality Management)
- system TQM ( Total Quality Management )
- system ISO Standards 9000

In 1987 ISO institution issued a body of norms ISO 9000 for
the first time. The main reason was a necessity to summarise
requirements for developing internal quality systems in existing
firms. The mentioned body of norms presents an interpretation of
individual procedures for applying quality management, in addi-
tion to this, it enables its certification, determines main signs of
the subsystems necessary for determining correspondence includ-
ing formulation of individual principles of managing quality.

At present safety management ISO Standards 9000 (published
in 1994), are applied and they were oriented at firms. This reason
brought about a new requirement to revise them. New norms after
taking into account critical remarks were approved 15 th, Decem-
ber 2000. The revised norms contain new elements concerning
continuous improvements which were not included in the previ-
ous norms. In case of ISO Standard 9000 it can be stated gener-
ally, that documented procedures on the basis of the norms are to
maintain the determined standard of quality. The quality system
provides cyclical repetition of certain activity.

The organisation cannot expect, that the quality system will
turn a non-profitable operation into profitable one, that would mean
a misunderstanding of the mission of the improving of the firm
activities.

The quality system developed by ISO 9000 can be justified
only if the firms offer services of the adequate quality and senior
management has an intention to maintain the quality on the deter-
mined level.

The safety management has a hierarchical arrangement start-
ing with workers in the service up to top management that moder-
ates and evaluates the quality system.

Law 379/1997 C. of 1. itself has been several times amended
and basically it functions as a norm and remains in the position of
basis for creating principles that should be developed in the frame-
work of the safety management.

The content and aims of the qualitative methods in the activ-
ities of the safety management are introduced into educational
institutions starting with basic educational courses up to tertiary
education. Present period, in the framework of educating safety
workers and managers, requires creating conditions for studying
certification of the managerial systems in the educating institution.
In this way we can create conditions for developing managerial
skills for those finishing basic courses, for students of all kinds of
particular studies and for organisations acting in the selected
sector.

Practical safety management applying qualitative management
methods is based on the estimation of the particular risk. Due to
this reason particular managers in the safety environment con-
sider this problem very important.
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2. Vyznam rizika v ramci kvalitativnych metod v praktic-
kom bezpeénostnom manaimente

Odhad rizik je dolezitou sucastou rozhodovacieho procesu
manazérov na v§etkych stupnoch riadenia. Trochu zjednodusene
mozZeme riziko chapat ako predpokladatelni moznost ¢i danost
nejakého, spravidla negativneho javu, ktory moze nastat. Existuje
niekol'ko presnejSich definicii pojmu rizika zameranych na oblast
ekondmie, ekologie, bezpecnosti pri praci, ale aj marketingu, manaz-
mentu atd. V tomto prispevku sa budeme venovat odhadu rizik
vzniku chyb v bezpe¢nostnom manazmente.

Vediet v realnom case odhadnut mieru rizika vzniku chyby,
dovoluje v komplexnych bezpecnostnych systémoch riadenia spustit
ochranné mechanizmy preventivnych opatreni. Tieto mézu v konec-
nom dosledku zabranit ich vzniku alebo eliminovat ich negativny
vplyv.

Ked'Ze vyskyt chyby zavisi spravidla od nahody, dolezitou cha-
rakteristikou vzniku je nahodna velicina, ktoru budeme dalej nazyvat
pravdepodobnost vyskytu chyby. Pravdepodobnost vyskytu chyb
podstatnym sposobom ovplyviuje ich hierarchizaciu z hladiska
vel'kosti rizik. Napriklad riziko zrutenia stavby z dovodu zemetra-
senia je iné v tektonicky aktivnej oblasti nez v oblasti, v ktorej
dlhé roky neboli zaznamenané podstatné otrasy. Tomu je prispo-
sobena cela technologia stavby a jej ochrany, aj ked teoreticky nikto
nemoZe na ktoromkolvek mieste zemegule vznik katastrofalneho
zemetrasenia absolutne vylucit.

Na odhad pravdepodobnosti vyskytu nahodného javu existuje
pomerne bohaty matematicky aparat. Pri jeho aplikacii do praxe
vsak vznikaju v zasade dva druhy problémov:

« Problém s dodrzanim vSetkych podmienok plynucich z tedrie.
Napriklad dokazat, Ze dva javy su na sebe nezavislé, alebo urcit
presny odhad podmienenych pravdepodobnosti, moze byt v praxi
tazkym rébusom. Klasicka korelacna analyza mozZe byt uplne
nepouzitelna z dovodu malého vyskytu skimanych javov.

« Problém s interpretaciou Ciselného vyjadrenia odhadov.

Len malo odbornikov si vie realne predstavit rozdiel medzi prav-
depodobnostou vyskytu chyby (ak sa navySe v prvom pripade
chyba vyskytne hned na zaciatku uvazovaného obdobia).

Napriek spominanym problémom je poZiadavka praxe na jed-
noduché a relativne dostatocne presné odhady rizik vzniku chyb
v bezpecnostnom manazmente stale aktualnejsia. Komplexny bez-
pecnostny manazment je realizaciou bezpe¢nostného procesu spra-
vou a riadenim bezpec¢nostného systému, zameraného na personalnu
a osobnu ochranu, resp. ochranu nehmotného a hmotného vlastnic-
tva firmy. Jeho neoddelitelnou sucastou je bezpecnostnd analyza.
Ide o posudenie realnej zranitelnosti chranenych aktivit lokaliza-
ciou sustredenia rizik. Tymto sa urcia kritické miesta systému. Na
zaklade takéhoto vymedzenia je mozné vypracovat navrh bezpec-
nostnej koncepcie sluzieb a mechanizmov na zniZenie ohrozenia.
Bezpecnostna analyza sa sklada zo systému vyuzZitia analytickych
metdd, ktory tvori podsystém celkového bezpecnostného systému.
Urcenie vhodnosti analytickej metddy zavisi od jeho zlozitosti,
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2. Significance of Risk in the Framework of the Qualita-
tive Methods in the Practical Safety Management

Assessing risk is an important part of the decision process of
the managers on all levels of management. When simplifying the
matter risk can be understood as something that can presuppose
(anticipate) existence of some generally negative phenomenon that
can come into existence. There are several more precise definitions
of the concept of risk applied in the different areas - in economy,
ecology, safety at work, in marketing and management and in other
fields. In our article we will deal with calculating risk of failure
occurrence in safety management.

Knowing how to calculate a risk extent of failure occurrence
in real time, enables in complex safety systems of management to
release protection mechanisms of prevention regulations. They can
prevent in the long run from occurring failure or eliminate nega-
tive influence of the failures.

As failure occurrence depends generally on coincidence, an
important characteristic of occurrence is an incidental factor, which
we will call probability of failure occurrence. Probability of failure
occurrence has a basic influence on hierarchizing from the point
of view of extent of risks. For example, risk of collapsing of a build-
ing caused by earthquake is different in a tectonically active area
from the area where for a long time no stronger earthquakes have
been recorded. The whole technology and protection of the build-
ing is adjusted to this fact though theoretically possibility of earth-
quake cannot be excluded in any place on the earth.

For calculating probability of occurrence of incidental exis-
tence there is a relatively rich mathematical apparatus. When being
applied in practice, however, two kinds of problems generally occur:
« the issue observing all conditions in the theory

e.g. to prove that two phenomena are not dependent on each
other or to determine precise calculation conditioned probabili-
ties - in practice it can be a difficult riddle. A classical correla-
tion analysis can be totally inapplicable due to low occurrence
of studied phenomena.

« the issue combined with interpretation of numerical calculations
only few specialist have real concept of difference between pro-
bability of failure ocurrence of 1077 and 1073 (mainly when
a failure occurs immediately at the beginning of the studied
period in the first case)

In spite of the mentioned problems, the requirement of the
practice for simple and relatively sufficient precise calculations of
risk failure occurrence in the safety management is becoming more
topical. Complex safety management is carried out by safety process
by means of management and managing safety systems aimed at
personal and individual protection, respectively protection of non-
material and material property of the firm.

Safety analysis is its inseparable part. The point is that it is
necessary to judge real vulnerability of protected assets by localis-
ing risk concentration. In this way it is possible to determine
crucial points of the system. On the basis of such a limitation it is
possible to work out a design of safety conception of services and
mechanisms for lowering jeopardy. The safety analysis consists of
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dostupnosti idajov o poruchach, od dostupnosti technickych zabez-
pecovacich ¢i informacnych technoldgii, ale i do ludského faktora.
Existuje niekol'ko kvalitativnych metdd uspesne pouZivanych na
odhady rizik. Spomenieme napriklad metody FMEA, FMECA,
HAZOP atd. Ich nevyhodou je, Ze nepopisuju Struktiru a nasled-
nosti vzniku neZiaducich javov, hovorime, Ze su neStrukturalne.

Jednou z najCastejSie na tento Ucel pouzivanych struktural-
nych metdd je metoda Analyza stromu poruch FTA (Failure Tree
Analysis).

Analyza stromu chyb je metdda, ktora na zaklade grafického
rieSenia Struktiry problému pomaha k pochopeniu vztahov a nad-
vaznosti analyzovanych chyb. Osobitny druh systémového zlyhania
mozZe byt vyjadreny v suvislosti s druhmi zlyhania jednotlivych
prvkov a ¢innosti operatorov. Druh systémového zlyhania (korenova
udalost) sa nachadza vo vrchole zvanom koref, odkial smerom
nadol rozSirujuce sa vetvy poukazuju na mozné priiny. Tento
postup sa prerusi, ak narazime na udalosti sposobujuce zlyhanie
prvkov, ktoré sa nedaju delit, tieto nazyvame zakladne udalosti.
Analyzu stromu poruch dopina informacia o pravdepodobnosti
jednotlivych udalosti. TA mozZe byt ziskana exaktnym spdsobom
(pomocou §tatistiky), alebo pomocou kvalitativneho odhadu (naj-
CastejSie skupiny odbornikov).

Kazdy strom poruch vySetruje iba jeden z mnohych moznych
druhov zlyhani systému, a preto pocas hodnotenia akéhokolvek
systému je nutné spravidla zostrojit viac ako jeden strom poruch.
Vrcholy stromu poruch okrem udalosti tvoria aj logické spojenia
nazyvané hradla. Tieto vrcholy nepopisuju udalosti, ale logicku
vazbu medzi jednotlivymi vetvami.

Vysetrovanie intenzity systémového zlyhania v inych stucastiach
integrovanych systémov spravidla predpoklada, Ze poradie, v kto-
rom udalosti v systéme vznikaju, nie je dolezité. V pripade analyzy
ochranného bezpecnostného systému poradie zlyhani zékladnych
Casti je zivotne dolezité pre funkCnost systému. Napriklad, ak
vznikne nebezpecna udalost a ochranny systém zlyha, vysledkom
bude nebezpecné systémové zlyhanie. Hoci, ak vzniknu zlyhania
v inom poradi, kde sa nebezpecna udalost uskutocni pred zlyhanim
ochrannych systémov, potom vysledkom nebude zlyhanie celého
systému. Tento typ situdcie je modelovany uvazovanim o zlyha-
niach ako iniciujucich alebo umoznujucich udalostiach.

Ak sa iniciujuca udalost uskutoéni medzi ¢, a ¢;, nebezpecné
zlyhanie systému sa uskutocni. Hoci, ak iniciujuca udalost vznikne
pred 1, alebo po #,, ochranny systém bude reagovat, ako bolo
naplanované. Preto poradie zlyhani systému je dolezité. Iniciujiice
a umoznujuce udalosti su formalne definované nasledovne:

Iniciujiice udalosti st udalosti aktivne ovplyviujuce systémové
premenné, su podnetom na reakciu riadiacich, resp. ochrannych
systémov.

Umoziujiice udalosti su udalosti, ktoré nemaju priamy aktivny
vplyv na vrcholnu udalost, ale umoziuju iniciujiicim udalostiam
vrcholnt udalost spdsobit.

Je treba si uvedomit, Ze ak kvalitativna metdda neuvazuje
z rozdelenim udalosti na iniciujice a umoznujuce, potom mozeme
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a system applying analytical methods comprising a subsystem of
a total safety system. Determining suitable analytical methods
depends on its complexity, accessibility of information on failures,
on accessibility of technical safeguarding or information technolo-
gies including human factor. There are several qualitative methods
successfully applied for calculating risks. We mention eg. FMEA,
FMECA, HAZOP etc. Their disadvantage lies in absence of describ-
ing the structure and subsequent occurrence of undesirable phe-
nomena, we say, that they are non-structural.

One of the structural methods most frequently applied for this
aim is a method called Failure Tree Analysis.

Failure Tree Analysis is a method, which on the basis of
a graphical solution of the structure of the problem, helps to under-
stand relations and coherence of analysed mistakes. Individual type
of a system failure can be expressed by interrelation with other
types of failures of the elements and activities of operators. The
type of the system failure (root failure) is located at the top of the
tree called root from which down to the bottom spreading branches
point at possible causes. This procedure is interrupted when we
come across the events causing failure of the elements, that cannot
be divided; these are called basic events. The failure tree analysis
completes the information on probability of individual events. The
analysis can be acquired by a scientific method (by means of sta-
tistics) or by means of qualitative estimation (of a group of spe-
cialists).

Each failure tree analysis analyses only one type of many
possible types of failures and that is why during evaluation of any
system it is necessary to generally design more than one failure tree.
The tops of the trees except events comprise logical connections
called - gates. These tops do not describe events but logical
connection between individual branches.

Analysis of the intensity of system failure in other parts of the
integrated systems generally presupposes, that the sequence of the
events in the system is not important. In case of the analysis of the
safety system the sequence of failures of the basic parts is vital for
the functioning of the system. For instance - if dangerous events
appear and safety system will fail, it will result in dangerous system
failure. However, failures can appear in a different sequence where
a dangerous event can happen before failing safety systems, then
it will not result in failing the whole system. This type of the
situation is modelled by means of differentiating failures as initiating
or enabling events.

If the initiating event appears between #, and ¢,, a dangerous
system failure takes place.

Though, if initiating event appears before 7, or after 7, the
safety system failure will react as it was planned. Due to this reason
the sequence in the system failure is important. Initiating and
enabling events are formally defined in the following way:

Initiating events are such events that do not have a direct active
influence on the top event but they enable initiating events to
bring about the top event. It is necessary to realise, that if qualita-
tive methods do not take into account division of events into initiat-
ing and enabling then we can presuppose reassessment of expected
number of system failures. That can result in a very costly modifi-
cation of the system because presupposed action of the system will
be considered non adequately for unsuitable one. Modifications
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predpovedat precenenie oCakdvaného poctu
syst¢émovych zlyhani. To mozZe vyustif do

Critical state of the system

- p!
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need not be considered
inevitable, if a suitable

: Area detected for failure

I

i ' occurrence
velmi néakladnej modifikacie systému, lebo ' Occurrence of possible ' calculation method is
predpovedany chod systému bude neadek- ' events ' applied. It is necessary
vatne povazovany za nevyhovujuci. Modifika- | | to stress this constant-
cie nemusia byt povaZzované za nevyhnutné, ak i i ly because majority of
sa postupuje podla spravnej vypoctovej meto- : : qualitative methods do
diky. Je potrebné neustale to zdoraznovat, : Safety system - non active : . not differentiate be-
kedZe vacSina kvalitativnych metod neroz- to t) tme  tween initiating and
liSuje medzi iniciujucimi a umoznujucimi uda- T o enabling events.
lostami. Initiating event

Merania dolezitosti

Vel'mi uzitocnou informaciou, ktora moze byt odhadnuta alebo
odvodena z hodnotenia spolahlivosti systému, je miera dolezitosti
pre kazdy prvok alebo systém. Analyza dolezitosti je analyza citli-
vosti, ktora identifikuje slabé miesta systému a moze byt velmi
prospesna hlavne v etape planovania. Pre kazdy prvok miera jeho
dolezitosti predstavuje ulohu, alebo funkciu, ktori zohrava pri
sposobovani alebo prispievani ku vzniku vrcholnej udalosti. Vo
vSeobecnosti numericka hodnota je priradena kazdej zakladnej
udalosti, ktora ju dovoluje zatriedif, podla miery vplyvu na vznik
vrcholnej udalosti.

Miery dolezitosti rozdelujeme na:
1. deterministické a
2. pravdepodobnostné

Pravdepodobnostné miery dalej rozdelujeme: na tie, ktoré su
vhodné pre hodnotenie dostupnosti systému (pravdepodobnost
vrcholnej udalosti) a tie, ktoré st spojené s hodnotenim spolahli-
vosti systému (ocakavany pocet vznikov vrcholnej udalosti).

Deterministické miery

Deterministické miery hodnotia doleZitost prvku vzhladom
na fungovanie systému bez uvazZovania pravdepodobnosti zlyha-
nia prvku. Strukturalna miera doleZitosti je definovana pre prvok
i ako:

pocet kritickych stavov systému pre prvok i

celkovy pocet stavov pre (n—1) zostdvajiicich prvkov

Kriticky stav systému pre prvok i je stav pre zostavajuce n — 1
prvky taky, Ze zlyhanie prvku i sposobuje zmenu stavu systému
z funguje” na ,zlyhal“. KedZe tieto miery dolezitosti neberu do
uvahy pravdepodobnosti zlyhani prvkov, su pri rieSeni praktickych
problémov malo pouZivané.

Pravdepodobnostné miery (systémy nedostupnosti)

Birnbaumova miera délezitosti je znama aj ako funkcia Kritic-
kosti. Funkcia kritickosti pre prvok i je oznacovana Gi(q) a je defi-
novana ako pravdepodobnost, Ze systém je v kritickom stave kvoli
prvku i. Ide o sucet pravdepodobnosti vzniku kritickych stavov
skumaného systému pre prvok i.

Miera kritickosti déleZitosti je definovana ako pravdepodobnost,
Ze systém je v kritickom stave zavinenim prvku i a i zlyhal.

Measuring importance

Very useful information that can be estimated or derived from
an assessment of the reliability of the system, is the level of impor-
tance of every element or system. The analysis of importance is an
analysis of sensibility identifying weak spots of the system and it
can be very useful mainly in the phase of planning. For every
element the degree of importance presents a task of a function that
it plays when adjusting or contributing to the top event. In general,
a numerical value is allocated to every basic event participating in
the top event according to the degree of influence.
Degree of importance can be divided into:
1. deterministic
2. probabilistic

Probabilistic levels can be further divided into the ones that
are suitable for assessing accessibility of the system (probability of
the top event) and into those that are connected with assessment
of reliability of the system (expected number of occurrences of
the top event).

Deterministic levels

Deterministic levels evaluate importance of the element in
connection with functioning of the system without taking into
account probability of failing the element. The structural level of
importance is defined for the element i as follows:

number of critical states of the system for element i

total number of states for (n—1) remaining elements

Critical state of the system for the element i is a state for the
remaining » — 1 elements that failing element i brings about
a change of the system state -from the state “it functions” into the
state “it fails”. As the levels of importance do not take into account
probabilities of failing elements they are not frequently applied for
solving practical problems.

Probabilistic levels (systems of inaccessibility)

Birbaun’s level of importance is known as a function of acute-
ness. The function of acuteness is an element i and it is specified
as Gi(q). It is defined as probability that the system is in a critical
state due to the element 7. It is a total sum of probabilities of occur-
rence of critical states and studied systems for the element .

The level of importance criticality this level is defined as prob-
ability that the system is in a critical state caused by the element
i and the element / failed.
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Fussell-Veseleho miera déleZitosti je definovana ako pravdepo-
dobnost spojenia minimalnej rezovej mnoZiny obsahujicej 7, pricom
systém zlyhal. Rozmedzia doleZitosti dané metodou Fussell-Vesely
su vel'mi podobné tym, ktoré s vyprodukované mierou kritickosti.

Pravdepodobnostné miery (systémy nespolahlivosti)

Tieto miery st vhodné pre systémy, kde je ureny interval
spolahlivosti, pricom zalezi na poradi, v ktorom prvky zlyhavaju.
Vsetky miery s vazené podla o¢akavaného poctu systémovych
zlyhani v ¢asovom intervale od 0 po 7. (W(0, 1)).

Barlow-Proschanova miera doleZitosti inicidtora - je pravdepo-
dobnost, Ze iniciujiica udalost i spdsobi zlyhanie systému v intervale
[0, 7). Je to definované na urovni funkcie kritickosti a intenzity
nepodmieneného zlyhania prvku:

Miera doleZitosti umoznitela podla poradia prispenia - je prav-
depodobnost, Ze umoznujuca udalost i dovoli iniciujicej udalosti
sposobif systémové zlyhanie pocas intervalu [0, 7). Index j vo vyjad-
reni prechadza kazdou iniciujicou udalosfou, ktora je obsiahnuta
v rovnakej minimalnej rezovej mnozine ako umoznujica udalost i.

Barlow-Proschanova miera doleZitosti minimdlnej rezovej mnoziny.
Tato miera dolezitosti rezovej mnoZiny je pravdepodobnost, Ze
minimalna rezovd mnoZina spdsobi zlyhanie systému v intervale
[0, £), priCom systém zlyhal.

Ocakavany pocet systémovych zlyhani ako hranica pre

systémovi nespolahlivost

Ocakavany pocet systémovych zlyhani W(0, ¢) je horna hranica
pre systémovi nespolahlivost. Ak systém nezlyhava Casto, tato apro-
ximacia je blizko hornej hranice:

F(t) (nespolahlivost) = W(0, ) (ocakavany pocet systémovych
zlyhani)

Nech P(t) = P (presne i systémovych zlyhani v intervale [0,
1)). Nespolahlivost F(¢) je potom dana:

Firy=> P).
i=1

Ocakavany pocet systémovych zlyhani je

WO, 1) = > iP1).

i=1

Potom dostaneme:

8

©

P() = D iP(1).
1

i=1

i

Podmienka rovnost: P(2 alebo viac zlyhani) = 0, t. zn. pre spo-
lahlivé systémy nespolahlivost mozZe byt presne aproximovana oca-
kavanym poctom systémovych zlyhani.

Pouzitie systému mier chodu systému
Miery chodu systému su efektivne vyuzite[né hlavne v nasle-
dovnych pripadoch:

KOMNIKOCIe

C O MMUNICATION:S

Fussell-Vesely s level of importance is defined as probability of
connection of minimum cross-section set containing element i,
when the system failed. Boundaries of importance are determined
by Fussel-Vesely’s method and they are very similar to those that
are studied by the level of criticality.

Probability levels (systems of unreliability)

These levels are suitable for the systems where the interval of
reliability is defined and where the order of failing elements is
important. All the levels are weighed according to an expected
number of system failures in the time interval from O up to ¢
(Mo, 1)

Barlow-Proschan’s level of importance of initiator. It is a proba-
bility where initiating event i causes failing of the system in the
interval [0, 7). It is defined on the level of function of criticality
and intensity of unconditioned failure of the element.

The level of enabler importance according to the order of contri-
bution. 1t is a probability enabling an event i and it allows initiat-
ing event to cause the system failure during an interval [0, ¢). Index
j in the expression goes through every initiating event that is com-
prised in the same minimum cross-section set enabling event .

Barlow-Proschan level of minimum cross-section set importance
This level of cross-section set importance is a probability where
minimum cross-section set causes failing of the system in the inter-
val [0, ) due to this cause the system failed.

Presupposed number of system failures as a boundary for

system unreliability

Expected number of the system failures W (0, t) is an upper
boundary for the system unreliability. If the system does not fail
frequently, this approximation is near to upper boundary:
F(t) (unreliability) = W(0,t) (expected number of system failures)

If P(#) = P (precise number of i of the system failures in the
interval [0,t)0, then unreliability F(7) is defined as follows:

F(t)= > P(1).
i=1

Expected number of system failures is

©

WO, 1) = > iP(1).

i=1

Then we can get the following equation:

8

©

P()= > iP(D).
1

i=1

i

Condition for equality: P (2 or more failures ) = 0, that means
that for reliable systems unreliability can be precisely approximated
by means of expected number of system failures.

Application of the system of levels of the system operation
The levels of the system of the system operation is effectively
applied mainly in the following cases:
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1. Pre nepretrzité systémy, pre ktoré vrcholna udalost nemdze byt
tolerovana (ak je vrcholna udalost poziar, explozia) WA(0, 1) je
relevantna miera chodu systému.

2. Ked zlyhanie systému moze byt tolerované, Q(¢), F(t) a W(0, 1)
su zavazné. Pre stredne vel’ké systémy F(¢) je tazko presne vypo-
Citatel'né, ale ak systém je spolahlivy, potom: F(t) = W(O0, 1)

3. Pre nahradné alebo bezpecné systémy Q(¢), pravdepodobnost,
Ze systém zlyha v pripade potreby, je tieZ vyznamna relevantna
miera.

Prinosy Strukturovanych metod

1. Konstrukcia struktirovanych metéd ststreduje pozornost ana-
lytika na osobitny neZiaduci druh zlyhania systému, ktory je
obycajne, s ohladom na Zelané fungovanie systému, identifiko-
vany ako najkritickejsi.

2. Diagram Struktirovanej metody sa mozZe pouzit na zlepSenie
interpretovatelnosti vysledkov analyzy. Osobitne uzitoéné v mul-
tidisciplinarnom time s ¢lenmi, ktori nie si oboznameni s Cisel-
nymi mierami chodu systému.

3. Kuvalitativna analyza Casto poukazuje na najdolezitejSie charak-
teristiky systému.

4. Pouzitim udajov o zlyhani prvkov moze byt Strukturovana
metoda efektivne kvantifikovana.

Kvalitativne a kvantitativne vysledky spolu zabezpecuju nastroje

pre rozhodovanie, spolu s objektivnymi sposobmi hodnotenia adek-
vatnosti planovania systému.

Literatura - References

PREHLADY / REVIEWS

1. For continuous systems for which top event cannot be toler-
ated (if the top event is a fire or an explosion), W(0, 1) is rele-
vant level of the system operation.

2. When failing the system can be tolerated, Q(¢), F(¢) and WA(0, 1)
are important. For intermediate systems F(¢) is difficult to cal-
culate precisely, but if the system is reliable, then F(¢) = W (0,).

3. For spare or reliable systems Q() presents probability, when the
system fails in case of necessity, it is also of relevant level.

Contributions of the structural methods

1 Designing structural methods concentrates analytic attention on
a special undesirable type of system failure, which is usually,
from the point of view of system operation, identified as the
most critical.

2 The diagram of the structured method can be applied for
improving interpretability of the results of the analysis. It is
especially useful in a multidisciplinary team with members
that are not informed about numerical levels of system opera-
tion.

3 Qualitative analysis often points at the most important charac-
teristics of the system.

4 Structural method can be effectively quantified by means of
applying the data about failing of the elements.

Qualitative and quantitative results together provide instru-
ments for making decisions together with objective methods of
evaluation of adequate system planning.
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