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ARCHITEKTURA A PROTOKOLY PRE BEZPECNE SIETE

BUDUCICH GENERACIH

ARCHITECTURE AND PROTOCOLS FOR ROBUST NGN

Komunikacné siete hraji v krizovom manaZmente vyznamnii
tlohu z pohladu infrastruktiiry. Pre splnenie tejto ilohy je potrebné
dosiahnut, aby komunikacné siete boli dostatocne bezpecné. Bezpec-
nost je jeden z aspektov, ktory sa bude dotykat aj sieti budiicich gene-
rdcii (NGN - Next Generation Networks). Prispevok uvddza referencny
model architektiiry a protokolov pre bezpecné NGN. Na zdklade cha-
rakteristik a poZiadaviek kladenych na riadiacu vrstvu, poukazuje na
sposob, akym moéze byt riadiaca vrstva dekomponovand a definuje tiez
zdkladné sietové prvky, rozhrania a protokoly, ktoré by mohli byt pouZité
pre ich vzdajomnii spoluprdcu. Na zdklade charakteristik a poZiadaviek
na vrstvu transportnii a vrstvu konektivity, ako aj pouzitim prikladov
roznych typov sieti a technologii, sa autori pokusili definovat vseobecné
funkcie vrstvy transportnej a vrstvy konektivity v sieti.

1. Uvod

Komunikaéné siete hraju v krizovom manazmente vyznamnu
ulohu z pohladu infrastruktury. Pre splnenie tejto tlohy je potrebné
dosiahnut, aby komunikacné siete boli dostatocne bezpecné. Bez-
pecnost je jeden z aspektov, ktory sa bude dotykat aj sieti budu-
cich generacii (NGN - Next Generation Networks).

Nazov NGN sa zvyCajne pouziva v suvislosti so zmenami
v infraStrukture a poskytovani sluZieb, ktoré sa zacali v telekomu-
nikacnom a IT priemysle [1]. Je vSak potrebné zdoraznit tiez to,
Ze pre NGN neexistuje presna definicia, pretoZe NGN neoznacuje
Ziadnu novu technoldgiu alebo typ siete, ale pouziva sa skor ako
»Zastresenie®, pojem, ktorym sa oznacuje vyvoj a trendy po ére
PSTN/ISDN/GSM.

Jednou zo zakladnych charakteristik NGN je oddelenie sluzieb
a sieti, Co umoznuje, aby mohli byt ponikané samostatne a mohli
sa vyvijat nezavisle. Z tohto dévodu je sucastou navrhovane;j archi-
tektary NGN jednoznacné oddelenie funkcii potrebnych pre rea-
lizaciu sluzieb a funkcii potrebnych pre prenos. Potom ale medzi
oboma funkciami musi existovat otvorené rozhranie. NGN umoz-
fiuje takymto spdsobom poskytovanie existujucich, ale aj novych
sluzieb nezavisle od pouzitého typu siete a typu pristupu k danej
sluzbe.

Dalsou dolezitou charakteristikou NGN je oddelenie vrstvy
prenosu a vrstvy riadenia, ktoré komunikuji navzajom taktiez pro-
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Communication networks play an important infrastructural role
in the crisis management. To fulfill this role, they have to be robust
enough. The robustness is an aspect, which will have to be taken into
account also in NGNs (Next Generation Networks). The paper intro-
duces a reference model of the architecture and protocols for robust
NGNs. Based on characteristics and requirements for the control archi-
tecture, it shows how the control layer can be decomposed, it identi-
fies the basic network elements and the interfaces and protocols that
might be used for their interworking. Based on the characteristics and
requirements of transport and connectivity layers architecture, and
using the examples of different network types and technologies, the
authors try to identify the general functions of the transport and con-
nectivity layers in the network.

1. Introduction

Communication networks play an important infrastructural
role in the crisis management. To fulfill this role, they have to be
robust enough. The robustness is an aspect, which will have to be
taken into account also in NGNs (Next Generation Networks).

The name NGN is usually given to the changes to the service
provision infrastructures that have started in the telecom and IT
industry [1]. What is necessary to be said is that no exact definition
for NGN can be formulated, since NGN is not another new tech-
nology, nor new kind of single network, but rather an umbrella
term to describe developments following the PSTN/ISDN/GSM
era.

One of the main characteristics of NGN is the decoupling of
services and networks, what allows them to be offered separately
and to evolve independently. Therefore in the NGN architectures
proposed, a clear separation between the functions for the services
and the functions for the transport is done. An open interface is
provided between both. NGN allows the provisioning of both exist-
ing and new services independently of the network and the access
type used.

Another main characteristic of NGN is the decoupling of
network transport and control layers, which interwork via open
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strednictvom otvorenych rozhrani. Zatial' ¢o vrstva prenosu mozZe
byt realizovana roznymi technoldgiami, vrstva riadenia je plne neza-
visla od pouzitej technologie. Zakladnou ilohou NGN je posky-
tovat spolo¢né, jednotné a flexibilné prostredie pre poskytovanie
roznych typov sluzieb a aplikacii potrebnych pre manazment siete
prostrednictvom réznych prenosovych technoldgii. Koncepcia vrs-
tiev, pouZita pre navrh architektury NGN, umozZnuje operatorom
zvolit si vhodné transportné prvky a kombinovat ich s vhodnym
riadiacim softvérom.

2. Charakteristiky a poZiadavky na riadiacu vrstvu NGN

KedzZe v tejto Casti prispevku sa zaoberame hlavne vrstvou ria-
denia NGN, uvedieme si najprv niektoré vlastnosti a funkcie, ktoré
musi riadenie v NGN zabezpecovat [2]:

« Transportna vrstva NGN je zaloZena na paketovych trechnolo-
giach. Nezavisle od technologii vsak musi podporovat rozne typy
sluzieb vratane lubovol'nej kombinacie prenosu hlasu, videa a dat
poskytovanych s rozlicnymi uroviiami QoS (Quality of Service).

« Vrstva riadenia je ovplyvnena potrebou podporovat vysokorych-
lostné multimedialne sluzby. Musi byt teda optimalizovana tak,
aby umoznila sluzby vyZadujuce zabezpecenie QoS na jednej
strane, ale na druhej strane tiez dostatoCne rychla a spolahliva
aspon tak, ako signalizacia v PSTN.

« Vrstva riadenia musi byt otvorena tak, aby umoznovala jednodu-
chu integraciu novych sluzieb, vyvinutych bud’ poskytovateImi
sluzieb, ,tretou stranou®, alebo dokonca samotnymi koncovymi
pouzivatelmi.

« NGN musi podporovat oba typy koncovych zariadeni, ¢i uz
zariadenia existujuce alebo nové typy zariadeni vyvinutych pre
NGN. Pritom takéto nové typy koncovych zariadeni mozu byt
ovela inteligentnejSie ako tradi¢né jednoduché typy telefonov
alebo dokonca multimedialne pracovné stanice. NGN koncové
zariadenie poskytuje vel'mi silni pocitacovu platformu pre to,
aby v nom mohla byt implementovana logika a uchované nie-
ktoré data, priCom iné data, resp. logika m6zu byt umiestnené
na siefovych serveroch. Takto distribuované data a logika budu
mat, zamozrejme, velky vplyv na vrstvu riadenia.

« Hranica medzi funkciami riadenia a manazmentu sa postupne
straca a v NGN sa pravdepodobne tplne strati. Je to z toho
dovodu, Ze nielen riadenie sluzby, ale aj funkcie manazmentu
zacCinaju vyzadovat vykon funkcii v realnom case. Okrem toho
funkcie stvisiace s manazmentom sluzby vyzaduju rovnaky stu-
pen spolahlivosti ako funkcie riadenia sluzby. Preto je velmi prav-
depodobné, Ze funkcie riadenia a manazmentu v NGN budu
podporované rovnakou architekturou.

« Prvky riadenia v NGN potrebné pre riadenie relacii, médii, doru-
Cenia sluzieb, siefovych zdrojov a pod. mozu byt v sieti distri-
buované na roznych miestach, dokonca v ramci roznych sieti,
a preto musia navzajom komunikovat prostrednictvom otvore-
nych rozhrani. Pre potrebu komunikacie prvkov riadenia v sieti
su vyvijané nové protokoly. Dolezitym aspektom, vplyvajucim na
architektaru riadenia v NGN je aj nutnost zabezpeCenia vzajom-
nej spoluprace NGN s existujucimi siefami, ako PSTN (Public
Switched Telephone Network), ISDN (Integrated Services Digi-
tal Network) a GSM (Global System Mobile).
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interfaces. While transport relies on different technologies, control
layer is independent. Its primary goal is to provide a common,
unified, and flexible environment that can support multiple types
of services and management applications over multiple types of
transport. The concept of architectural layering gives carriers the
possibility to choose the most appropriate transport elements and
combine them with the most appropriate control software.

2. Characteristics and requirements of NGN
control architecture

As this paragraph deals mainly with the NGN control layer,
we will consider now some of the characteristics and functions the
NGN control has to provide for [2]:

« The underlying transport network in NGN relies on packet-based
technologies. Anyway, regardless to a technology, it has to support
a variety of services involving any combination of voice, video
and data, provided with different levels of QoS.

« The control layer architecture is affected by the need to support
high-speed multimedia services. It has to be optimised for QoS-
enabled services on one hand, but it has to stay fast and reliable
like signalling in the PSTN on the other hand.

« The control layer has to be open in order to allow easy integra-
tion of new services developed either by service providers, or by
third party service provider, or even by end users themselves.

« NGN has to support both existing and “NGN aware” end ter-
minal devices. The latter ones can become far more sophisticated
than the traditional low-functionality telephone sets or even mul-
timedia workstations. The NGN end terminal devices will provide
a strong computing platform for local execution of logic and
storage data in conjunction with network-based servers. This will
have, in turn, heavy impacts on the control layer.

« The boundary between control and management functions has
been wiping away and probably will completely disappear in
NGN. Not only service control, but also management functions
are beginning to require real-time performance. Moreover, there
are mainly service management functions that require the same
level of reliability as service control. Thus, it is very likely that
NGN management and control functions will be supported by
the same architecture.

« In NGN the different control functional entities for policy, ses-
sions, media, resources, service delivery, security, etc. control
may be distributed over the infrastructure, including both exist-
ing and new networks and communicating over open interfaces.
New protocols are being standardized to provide the communi-
cation between those functional entities. Interworking between
NGN and existing networks such as PSTN, ISDN and GSM is
another aspect that implies on the control architecture.
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Na zaklade poZiadaviek, kladenych na riadiacu vrstvu NGN,
moZeme naznacif, ako by mala vyzerat jej architektura (obr. 1)
[3]. Riadiaca vrstva NGN moze byt dekomponovana na podvrs-
tvu riadenia Specifickych funkcii a charakteristik sluzby, povrstvu
riadenia sluzieb/relacii a podvrstvu riadenia konektivity. Dalsia
dekompozicia moze byt urobena vnutri podvrstvy sluzieb. Odde-
lenie pristupu k sluzbe, samotnej sluzby a komunikacénej relacie
umoznuje to, Ze kazdy typ relacie moze byt spracovany nezavisle
od inych relacii. Takto je mozné z jedného pristupu iniciovat
viacero sluzieb a samotné komunikacné relacie mozu byt spraco-
vané nezavisle od globalnej sluzby,
ktorej sucast tvoria. Delenie funkcii
riadenia umoznuje vyvijat nové typy

sluzieb nezavisle od nizSie leZiacej
Standard Protocols <——>
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Based on the requirements on the NGN control layer, we can
look now at its architecture (Figure 1) [3]. The NGN control layer
can be decomposed into feature control, service/session control,
and connectivity control. Another decomposition can be done
within the service control layer itself. The separation between
access, service, and communications session control sublayers
allows each type of session to be treated independently from the
others. In this way, multiple service sessions can be started from
a single access session and communications sessions can be treat-

ed separately from the overall service session they are part of. The
separations mentioned above
allow for services to be devel-
oped independently from un-
derlying connectivity control.

Common
Processing

Service API

Feature Control

Another aspect of NGN

programovacom rozhrani (API - Ap-

open architecture and inter-
faces is the possibility to
provide for an open develop-
ment environment based on

Access, Service &
Communications
Session Control

tc.
plication Programming Interface). o

Toto zase umozZni poskytovatelom
sluzieb, vyvojarom aplikacii z tretej
strany, ale aj koncovym pouZzivatelom
rychlo a jednoducho vytvarat a im-
plementovat aplikacie, vyplyvajice
z ich konkrétnych potrieb. Tym, ze
poskytovatelia sluzieb ziskaju viac
kontroly nad procesom zavadzania sluzieb, urychli sa na jednej
strane zavadzanie novych sluzieb a vznikne tieZ moznost opako-
vaného vyuzitia prvkov uz existujicich aplikacii.

Vdaka distribuovanému spracovatelskému prostrediu NGN
(DPE - Distributed Processing Environment), ktoré poskytuje
»middleware® pre moznost vzajomnej komunikacie distribuovanych
prvkov vrstvy sluZieb, riadenia a prenosu, je mozné oddelit inteli-
genciu siete od prvkov fyzickej siete. Takto mozZe byt inteligencia
siete distribuovana do najvhodnejsich bodov v sieti, vratane konco-
vych zariadeni. Siefova inteligencia moze byt v zasade umiestnena
bud’ na serveroch, na ktorych bezia programy a prvky potrebné pre
danu sluzbu, alebo na serveroch vyhradenych pre $pecialne funk-
cie (ako su napr. uzly riadenia sluzieb inteligentnych sieti (SCP -
Service Control Points), inteligentné
periférne zariadenia a pod., alebo
na okrajovych zariadeniach tak, aby

vrstvy riadenia konektivity. <

= 1xs . « TCAP P
Dalsim aspektom otvorenej ar- oo

chitektury a rozhrani NGN je moz- - g%g?/MGCP <

nost poskytnut otvorené vyvojové . UNI40 <:>: >
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Obr. 1. Architektiira riadiacej vrstvy
Fig. 1. Control layer architecture

an Application Programming
Interface (API). This will en-
able service providers, third
party application developers,
and potentially end users to
create and introduce applica-
tions based on their needs
quickly and seamlessly. This
will accelerate the introduction of new services by giving service
providers more control over the service introduction process and
allow for the reuse of existing application components.

Connectivity
Control

Thanks to the NGN Distributed Processing Environment
(DPE) that provides a middleware infrastructure for the distrib-
uted components of the service, control and transport layers to
communicate with each other, will uncouple the network intelli-
gence from physical network elements. In this way, network intel-
ligence can be distributed to the most suitable locations in the
network, even to the end terminal devices. Network intelligence
could reside in general purpose servers running the components

e

needed for a particular service, on servers that perform specific
functions (e.g., IN Service
Control Points - SCPs, In-
telligent Peripherals, etc.), or

SIP

boli blizsie ku koncovym pouZiva- SIP SIP, on edge devices close to the
tefom. Celd koncepcia je zaloZena H.323, SIP H.323 consumer. Functional capa-
na tom, aby funkcné vlastnosti siete :—li\lTATF"D g bilities must not longer to be
neboli viazané na fyzické siefové SS7-ISUP, - g coupled with the physical net-
prvky. Q.931 ‘ - N «— work elements.

etc. BICC

Sietové prvky: SCN MGCP, MGCP, Network Elements:

Na zéklade poziadaviek, kto- M‘Zﬁ%m/ M%%asc"/ Based on the require-
rym musi architektura riadiacej vrs- ) ments that have to be met by
tvy NGN vyhovovat, mozZeme teraz MG NGN control architecture,

4+———> | MG
- RTP we can now focus on the net-

definovat jej sietové prvky. V ramci
ETSI (European Telecommunica-
tions Standards Institute) bola pre

Obr. 2. NGN sietové prvky, rozhrania a protokoly
Fig. 2. NGN Network Elements, interfaces and protocols

work elements the architec-
ture is made up from. ETSI
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implementaciu brany (gateway) navrhnuta distribuovana architek-
tara, ktora sa sklada z troch komponentov: ,Media Gateway"
(MQG), ,Media Gateway Controller” (MGC) a ,Signalling Gate-
way“ (SG) [4].

Media Gateway

»Media Gateway“ robi konverziu informac¢ného toku a proto-
kolov z jedného typu siete na format pouzivany v inej sieti. VACSi-
nou ide o konverziu formatu, v ktorom je informacia prenasana
v sietach s prepojovanim okruhov do formatu, ktory pouziva pake-
tova siet. ,Media Gateway“ zabezpecCuje tiez vietky funkcie potrebné
pre spracovanie informacie, ako zabrana ozveny, transkédovanie,
resp. vysielanie rdoznych ténov ucastnikom. V pripade, Ze MG ukon-
Cuje signalizaciu pre riadenie spojenia z pristupovej siete, plni MG
zaroven funkciu ,Signalling Gateway“. MG teda mdZe na strane
SCN (Switched Circuit Network) ukoncovat signalizaciu typu
SS7 alebo Q.931.

~Media Gateway“ zabezpeCuje tiez funkcie suvisiace s klasi-
fikaciou informacnych tokov, napr. Prevadzkové a riadiace kon-
trakty.

Signalling Gateway

LJignalling Gateway“ (SG) zabezpecuje konverziu transport-
nych mechanizmov a formatu, v ktorom prichadza signalizacia, do
transportnych mechanizmov a formatu, v akom signalizacia odcha-
dza. Moze existovat ako samostatna fyzicka entita, alebo byt
umiestnena v ramci tej istej entity ako funkcia MG. V pripade, ze
signalizaciu z pristupovej siete ukoncuje MGC, je funkcia SG zby-
tocna. (pripad na obr. 2).

Media Gateway Controller (Softswitch, Call Agent, Call Server)

»Media Gateway Controller” poskytuje vsetky funkcie, potrebné
pre riadenie spojenia, ako napr. smerovanie spojenia - smerovacie
tabul'ky, prevody adries, vyhladavanie smerovacich informacii z ex-
ternych zariadeni, signalizaciu pre dané spojenie - vratane schop-
nosti SG, zostavenie spojenia ,trefou stranou®.

Poskytuje tieZ rozhranie (prostrednictvom §tandardného pro-
tokolu alebo otvoreného API (Application Programmable Inter-
face) smerom k aplikacnym serverom tak, aby bolo mozné riadenie
sluzby a roznych sposobov riadenia, alo riadenie AAA (Authenti-
cation, Authorization, Accounting), riadenie politiky QoS a pod.

Application Server

~Application Server (AS) je v podstate obdobou webovych
aplikacnych serverov, ktory riadi MGC. Aplikacné servery mozu
riadit aj iné riadiace jednotky sietovych prostriedkov NGN. Ich
uloha je veI'mi podobna funkcii SCF (Service Control Function)
v IN (Intelligent Network) s tym rozdielom, Ze ich funkcnost je
roz§irena o nové sietové scenare.

Aplikacné servery musia podporovat vyvoj novych sluzieb pro-
strednictvom API alebo skriptovacich jazykov, ako je CPL (Call
Processing Language), resp. VoiceXML (Extensible Merkup Lan-
guage). Musia tieZ poskytovat programovatelné rozhranie smerom
k poskytovatelom sluZieb ,tretej strany“. Aplikacné servery musia
poskytovat tiez podporu pre databazy, v ktorych sa ukladaju data
o ucastnikoch a sluzbach. Aplikac¢né servery by mali s MGC spo-
lupracovat prostrednictvom Standardnych protokolov alebo otvo-
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(European Telecommunications Standards Institute) has proposed
a distributed architecture for the Gateway implementation that is
based on three components: Media Gateway, Media Gateway
Controller and the Signalling Gateway [4].

Media Gateway

The Media Gateway converts media stream and framing pro-
tocols in one type of network to the format required in another
type of network. Obviously, it provides conversion between circuit-
switched resources and the packet network. The Media Gateway
also provides the functions necessary for media handling, like echo
cancellation, transcoding or tone sending. It should also provide
a Signalling Gateway function, when it terminates call signalling
from access networks. Thus, the Media Gateway may provide ter-
minations such as SS7 or Q.931 on the SCN (Switched Circuit
Network) side.

The Media Gateway provides media stream classification func-
tions, e.g., control of traffic contracts.

Signalling Gateway

The Signalling Gateway converts the transport mechanism
and formats of the incoming signalling to an appropriate ongoing
signalling transport mechanism and formats. It can exist as a sep-
arate physical entity, or reside within the same entity as the Media
Gateway function. In the case the Media Gateway Controller ter-
minates signalling from an access network, its function is useless
(the case in the Fig. 2).

Media Gateway Controller (Softswitch, Call Agent, Call Server)

The Media Gateway Controller provides the functions needed
for call control, like call routing - routing tables, address transla-
tions, retrieval of routing information from external devices, call
signalling process - including signalling gateway capability, third
party call setup, event subscription.

It provides also an interface (a standard protocol or open API)
towards Application Servers to enable service and policy control,
like AAA policies, personalized QoS policies, etc.

Application Server

Application server is seen as the evolution of Web-based Appli-
cation servers controlling Media Gateway Controllers. They can
also control other NGN Resource Controllers. Their role is similar
to the role of IN-Service Control Functions, extending their func-
tionality to cover new network scenarios.

They have to provide support for developing services by means
of APIs or scripting languages, like CPL or VoiceXML. They have
to provide programmable interfaces to third party service providers.
The Application servers have to provide database support to store
subscriber and service data.

They should interwork with Media Gateway Controllers via
standard protocols or open APIs. Examples of supported services
are call routing, accounting, support for AAA and QoS policies,
CUGs, etc.
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renych APIL. Medzi sluzby podporované aplikaCnymi servermi
patri napr. smerovanie spojenia na zaklade urcitych kritérii, oduc-
tovanie sluzby, podpora AAA a QoS alebo uzatvorenych ucast-
nickych skupin CUG (Closed User Group) atd.

Rozhrania a protokoly:

V nadvéznosti na sietové prvky definované v predchadzjiicom
odseku je teraz mozné definovat rozhrania a protokoly, prostred-
nictvom ktorych jednotlivé sietové prvky riadiacej vrstvy NGN
mozu komunikovat:

» Media Gateway - Media Gateway Controller: kandidatmi pre
toto rozhranie su protokoly MGCP a Megaco/H.248.

« Media Gateway Controller - Application Server: je moZnych
niekol'ko protokolov, napr. SIP (Session Initiation Protocol),
H.323, HTTP (Hypertext Transfer Protocol), INAP (Intelligent
Network Application Protocol), atd.

» Media Gateway Controller - Media Gateway Controller: pre
toto rozhranie je mozné pouzit protokol SIP-T, alebo BICC
(Bearer Independent Call Control).

« Application Server - Application Server: SIP, H.323, HTTP.

3. Charakteristiky a poziadavky na transportni
a spojovaciu vrstva

V dnesnych sietach pracuje velké mnozstvo siefovych tech-
nologii. Kazda technologia podporuje urcité siefové funkcie. Ak
su takéto technologie sucasne pouzité v jednej
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Interfaces and protocols:

Based on the Network elements defined in the previous section,
the interfaces and protocols for NGN control layer can be given:
+ Media Gateway - Media Gateway Controller: MGCP and Mega-

co/H.248 are the two main protocol at this interface.

« Media Gateway Controller - Application Server: more proto-
cols are possible, including SIP, H.323, HTTP, INAP, etc.

« Media Gateway Controller - Media Gateway Controller: SIP-T,
or BICC are the two possible protocols that might be used at
this interface

« Application Server - Application Server: SIP, H.323, HTTP

3. Characteristics and requirements of transport and
connectivity layers architecture

There are many different technologies in today’s networks.
Each kind of technology support some network functions, and if
these technologies support one network solution, some function-
alities may be doubled or even tripled. As an example we can take
IP - over - asynchronous transfer mode (ATM) - over - synchro-
nous digital hierarchy (SDH) - over - optical transport network
(OTN) structure. To avoid such as “over-layered” structure, it is
necessary to merge network function to the appropriate network
layers. Layer architecture, which is proposed in this paragraph, is
shown on hypothetic network at Fig. 3.

sieti, niektoré funkcie mozu byt zdvojené, alebo end user > @
dokonca strojené. Prikladom moze byt Struktira ——
IP - over - asynchronous transfer mode (ATM) 447 _____________%
- over - synchronous digital hierarchy (SDH) - [ ] mhigher \_
over - optical transport network (OTN). Aby sme higher layer service *
N . , , . layers
zabranili vzniku takychto ,prevrstvenych® struk- el Rk fragsit network
tur, je potrebné rozdelit siefové funkcie do prislus- — g <Y 4
nych sietovych vrstiev. Vrstvy siete, ktoré navrhu- conpéetivity | || % % 4 -
jeme definovat, st na obr. 3.
/ | II \\
L’Z7 /& 2 M &7

Control layer
Zakladnou ulohou transportnej vrstvy je

trapsport

transport network _access network

prenos signalu z jedného bodu do iného vzdiale-

ného bodu bez skreslenia. Tato uloha sa studuje

odkedy po prvykrat bol pouzity elektricky prud

na prenos informacie. DnesSny stav technologie umoznuje, Ze
Ziadna jednotliva aplikacia nedokaze vyuzit celu Sirku pasma pre-
nosového kanala. Preto poskytuje transportna vrstva aj funkciu
multiplexu, ktora rie§i problém sucasného prenosu viacerych sig-
nalov tym istym kanalom. Toto rieSenie je zname od doby
vynalezu multitonovej telegrafie ako modulacia. Pojem modulacie
mozZe byt zovSeobecneny na princip multiplexu. Vysvetlime si ho
na obr. 4. Predpokladajme, Ze mame podobné signaly z dvoch
zdrojov. Ak by tieto signaly boli prenasané sucasne tym istym
kanalom (komunikaénym prostredim), v kanali by sa zmieSali tak,
Ze by ich nebolo mozné od seba oddelit do vystupov kanalu. Aby
sme takémuto zmieSaniu signalov zabranili, budeme kazdy signal
pred jeho vyslanim modulovat, t. j. kazdému signalu vtlacime jedi-

Obr. 3. Horizontdlne vrstveny model siete
Fig. 3. Horizontally layered network model

Control layer

The basic task of the transport layer is to transmit signal from
one point to the distant point without distortion. This task is
studied since electrical current was used for information trans-
mission for the first time. Today we have situation, when no single
real application can use all the bandwidth of the channel. Then
the transport layer performs also the multiplexing function, i.e.
solves the problem how to transmit simultaneously many signals
over the same channel. Solution has been known as modulation
since first multi-tone telegraph systems. This principle may be
generalized to the multiplexing principle. We will follow Fig. 4 to
explain the idea. Let us suppose similar signals from two users.
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necnu vlastnost, ktorti nazveme navestim. Tieto navestia sa nesmu
prekryvat, teda musia umoznovat oddelenie signalov.

Realizacia navesti zavisi od stavu rozvoja technoldgie a my
dufame, ze dnes mnohé z nich su eSte nezname. Napriek tomu sa
pokusime o ich klasifikaciu. Signalom mozZe byt vtlacena fyzikalna
vlastnost alebo logicka §truktura. Casto pouzivanou fyzikalnou
vlastnostou je rozsah frekvencii obsiahnutych v signali, tak ako
ho pozname z klasickych modulaénych technik (AM, PhM, FM),
alebo z vinového multiplexu (WDM) v optickych systémoch. Ne-
skor vyvinuté systémy vtlacali signalom logicku Strukturu. Pouzi-
jeme terminoldgiu teorie kddovania a rozdelime tieto priznaky na
blokové a konvolucné. Pri blokovych priznakoch, samotny priznak
je viditeI'ny a signal sa da rozdelit na Cast priznakov a Cast, ktora
obsahuje prenasanu informaciu. Ak je pouzité konvolucné naves-
tie, potom na oddelenie navestia od signalu je potrebny nejaky
algoritmus. Priklady znamych navesti a ich klasifikacie ukazuje
tabulka 1.

Vsetky navestia mozu byt vzajomne kombinované a vytvorit
tak novy typ navestia. Oznaco-
vanie signalov navestiami je
prvym krokom v procese mul-

Priklady navesti multiplexu
Examples of multiplexing labels

PREHLADY / REVIEWS

When these signals are transmitted to the same channel (commu-
nication environment), the signals are mismatched and there is no
way how to select one signal on the channel output. To avoid this
mismatching, each signal before sending to the channel is modu-
lated, i.e. each signal is stamped by unique property, which is
called label. These labels have to be no overlapped, which means
separability of the signals.

Labels depend on technology state of art, and we hope that
many of them are unknown today. Anyhow we try to classify them.
Signals may be stamped by physical property or by logical struc-
ture. Broadly used physical property is a spectral location of the
signal known from classical modulation techniques (AM, PhM, FM)
or wavelength division multiplexing (WDM) in optical systems.
More recent labels stamp a logical structure to the signal. Using
coding theory terminology we will distinguish block labels and
convolution labels. In block labels, the labels are visible and the
signal can be divided to the label part and carried information. If
convolution label is used, label is not visible and some algorithm is
needed to separate the label from the signal. Examples of known
labels are given in Table 1.

Tab. 1
Table 1

All kinds of labels can be
combined to the new type of label.

tipléxu 3’1 budeme' h'o v§eobecn<? Type of label System Label Signal lat.)ellir%g is the first step in
nazyvat modulaciou. Ak su the multiplexing process and we
signaly oznacené disjuktnymi FDM, WDM frequency will call it generally as a modula-
navestiami, potom mozu byt Physical TDM time location tion. If signals are labelled by no
zmieSané a vyslané do kanala. GSM frequency + time location | Overlapping labels, they may be
Na prijimacej strane by potom Combined SDH number + frequency mixed and sent to the channel.
mali byt signaly oddelitelné. On a receiving side, there should
Toto vydelovanie signalu bu- IPoWDM address + frequency be labelled signals separated. We
deme vo vieobecnosti nazyvat | Block IP address, label (MPLS) | will call this separation process
filtriciou a jej vysledkom je =) ATM VPI + VCI number generally filtering, and result of this
jeden signal, ktory dostaneme 3 Concolutional CDMA code process is one signal obtained from

zo zmesi signalov v kanali.
Tento signal je eSte stale oznaCeny navestim, takze v dalSom kroku
musime navestie zo signalu odstranit. Tento proces nazveme de-
modulaciou. Po nej by signal mal mat rovnaky tvar ako originalny
signal. Proces pozostavajuci z modulacie a zmieSavania modulo-
vanych signalov nazveme multiplexom, proces pozostavajuci z fil-
tracie a demodulacie nazveme demultiplexom. Tento princip mul-
tiplexu a demultiplexu je znadzorneny na obr. 5.

Zvlastny druh navestia do-
staneme, ak je signal vysielany
len cez urCitu Cast priestoru.
Mozeme to dosiahnuf vedenia-
mi resp. vlaknami, alebo sme-
rovanymi radiovymi spojmi.
V tomto pripade filtre nie su
potrebné a uvedena schéma je
podstatne jednoduchsia.

Z uvedeného vyplyva, zZe
transportna vrstva by mala
prenasat signaly od viacerych
zdrojov k viacerym prijimacom
bez skreslenia cez spolocné

Label 2

Obr. 4. Princip multiplexu a demultiplexu
Fig. 4. Multiplexing and demultiplexing principle

Basic Transmission Chain

the signal mixture in the channel.
The signal is still labelled, then the next step is removing label out
of signal. We will call it demodulation (delabelling). After demodu-
lation the signal should have the same waveform as the original
one. The process consisting of modulation and mixing is called
a multiplexing, process consisting of filtering and demodulation
is called demultiplexing. These multiplexing and demultiplexing
principle are shown at Fig. 5.

Special kind of labelling is
obtained, if the signal is transmit-
ted only through a separated part
of space. It can be achieved by
wires and fibres, or by relay radio
links. In this case filters are
missing and the scheme is much
simpler.

Label 1

Summarizing the above written
the transport layer should trans-
mit signals from many sources to
many destinations without distor-
tion over common communication

Dextination 2
Label 2
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komunikaéné prostredie. Ako vidime, ¢as pritom nehra Ziadnu
ulohu a predpokladame, ze systém plni tlohu priebezne, t. j. zdro-
je generuju signaly neustale do tych istych prijimacov. Zaverom sa
pokusme o definiciu transportnej vrstvy.

Definicia: Transportna vrstva je ¢ast komunikacného systému,
v ktorej sa priradenie priznakov vstupom v ¢ase nemeni.

Nie je nasou snahou v tomto ¢lanku dat uplnu mnozinu defi-
nicii, preto definiciu komunikacného systému neuvadzame a necha-
vame ju na intuitivnu predstavu. Definicia hovori, Ze na kazdom
vstupe predpokladame stale toky informacie a jedinou ulohou
transportnej vrstvy je preniest individualne toky zo vstupov cez
spolo¢ny kanal na odpovedajuce vystupy bez skreslenia. Obvykle
su vystupy od vstupov vzdialené a uvedena definicia explicitne pri-
raduje transportnej vrstve funkciu spolahlivého a bezchybného
prenosu. Aké vlastnosti sposobuje pevné priradenie navesti v trans-
portnej vrstve? Musime rozli§it dva pripady:

« ak vel'kost vstupného toku je velmi nerovnomerna, potom kapa-
cita transportnej vrstvy nie je plne vyuzita, pretoZe volnu kapa-
citu nie je mozné priradit inému zdroju bez zmeny navestia.
Preto je prirodzené ocakavat, kapacita transportnej vrstvy v pri-
stupovych sietach bude vyuzita vel'mi zle.

« Ina situacia je v chrbticovych sietach. Zakon Statistickej stalosti
umoziuje pevné priradenie navesti jednotlivym vstupom a tak
bude hraf transportna vrstva ovela dolezitejsiu ulohu.

Ako sme teda uviedli, ak by sa nepozila Ziadna ina sietova
funkcia, vyuzitie transportnej vrstvy v pristupovych a okrajovych
sietach by bolo vel'mi zIé. Aby sme tomu zabranili, vytvara sa spo-
jovacia vrstva, ktorej hlavnou ulohou je riadit pristup nahodne
vznikajucich poZiadaviek na jednotlivé vstupy transportnej vrstvy.
Rozdel'me spojovaciu vrstvu na dve podvrstvy: prepojovaciu a sig-
naliza¢nu (vrstvou manazZzmentu sa v tejto Casti nebudeme zaobe-
rat). Najskor zaCneme vysvetlenim funkcie prepojovacej podvrstvy.
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environment. As you can see time plays no role and we assume
that this functionality is fulfilled continuously, i.e. sources produce
continuously signals to the same destinations. Concluding this part
the definition of the transport layer is given:

Definition: The transport layer is a part of a communication
system in which label mapping to the inputs is fixed.

The aim of the paper is not to give a closed set of definitions,
and then a definition of communication system is omitted and left
for intuitive understanding. The definition says, that fixed flows in
each input are assumed, and the only role of the transport layer is
to deliver individual signals from sources to destinations over the
common channel. Usually sources are far from destinations and
this definition implicitly assigns functionality of reliable and dis-
tortion (error) free transmission to the transport layer.

‘What means assumption of a fixed label mapping in the trans-
port layer? We should distinguish two cases. If the input flow is far
from the constant shape, the capacity of the transport layer is not
fully utilised, because it is impossible to assign free capacity to
another source without label change. Then it is natural expecting
the transport layer in access networks to be utilised very poorly.
Another situation can be found in core networks. Due to the law
of statistical stability, fixed label mapping to the inputs may be
really implemented and the transport layer will play much more
important role.

As we have mentioned above, exploitation of the transport
layer in access and edge networks is very poor if no other com-
munication functionality is used. To avoid this, the connectivity
layer is introduced and its main role is to manage random requests
for transmission in individual inputs. Let us divide the connectiv-
ity layer to switching and signalling sublayers (management sub-
layer is omitted in this chapter). Let us explain the function of the
switching sublayer first.

Predpokladajme konfiguraciu Input

Let us suppose the con-

Output ]

Label

podla obr. 5. Do prepojovacej vrstvy

figuration as shown in Fig. 5.

(prepojovaci uzol) st pripojené dve
vstupné transportné vrstvy (linky
IL1 a IL2) a dve vystupné trans-
portné vrstvy (linky OL1 a OL2).
Vsetky transportné vrstvy pouZivaju
rovnaké 3 priznaky, teda cela konfi-

guricia pouZiva len tieto 3 priznaky. IL1
Ulohou prepojovacej vrstvy je pre- = B
niest signal zo vstupnej linky na

spravnu vystupnu linku. Aby sa za-

branilo zmieSaniu signalov, je nutné 2

navestia signalov zmenit. Preto sa
prenos signalov riadi prepojovacou
tabulkou, v ktorej je kazdej kombi-
nacii navestia a vstupnej linky pri-
radena kombinacia navestia a vy-
stupnej linky. Signal pri vstupe do
prepojovacej vrstvy je oznaceny pred vstupom do vyrovnavacej
pamite podla mena linky (napr. v naSom obrazku biela alebo

Obr. 5. Princip prepojovania
Fig. 5. Switching principle

Two incoming transport sub-
layers (links IL1, IL2) and
two outcoming transport sub-
layers (links OL1, OL2) are
connected to the switching
layer (switching node). Each
transport layer uses the same
labels, i.e. the whole configu-
ration uses only 3 Ilabels.
A task of the switching level
is to take signal from the
input link and forward it to
the proper output link. To
avoid mismatching of signals
in the output link, it is neces-
sary to change their labels.
Therefore, signals forwarding
is controlled by a switching table, in which a unique combination
of the output link and label is assigned for each combination of
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Cierna). V dalSom kroku je signal na vystupe vyrovnavacej pamate
identifikovany podla mena linky a navestia signalu a postupi do
centralnej prepojovacej matice, ktora podla toho precita z prepo-
jovacej tabulky meno vystupnej linky a nové navestie signalu.
Podla mena vystupnej linky je signal poslany do prislusnej vyrov-
navacej pamate vystupnej linky, z ktorej sa vysiela signal s novym
navestim do vystupnej linky (transportnej vrstvy). Na rozdiel od
transportnej vrstvy, kde je priradenie vstupov k vystupom pevné,
v prepojovacej vrstve je priradenie vystupov k vstupom dané pre-
pojovacou tabul'kou, ktora nie je pevna a moZe sa menit. Tato vlast-
nost sa vyuzije vtedy, ked jeden prenos signalu je ukonéeny a pride
poziadavka na prenos iného signalu. Vidime, Ze prepojovacia vrstva
vytvara stavovy automat, v ktorom prenos signalu zavisi od stavu
prepojovacej tabul'ky. To umoznuje vel'ku redukciu objemu prenasa-
nej riadiacej informacie a umoznuje vysoku efektivnost vyuzivania
navesti.

Ako sme spomenuli, v pripade, ze sa prenos jedného signalu
ukon¢i alebo pride poziadavka na prenos nového signalu, prepo-
jovacia tabul'ka vyzaduje obnovu stavu. Jedinou moznostou, ako
obnovu prepojovacej tabul'ky urobit, je preniest tito informaciu do
tabul’ky. Ako vidime, obnova prepojovacej tabul’ky vytvara potrebu
prenosu nového signalu, ktory opat musi byt prenasany cez prepo-
jovaciu a transportnu vrstvu komunikacne;j siete. Tym sa problém
prepojovania zacina cyklit, pretoZze dorucenie obnovovacej infor-
macie do prepojovacej tabul'ky vyZaduje novi prepojovaciu tabul'ku,
ta vyzaduje svoje obnovovanie atd. Preto spojovacia vrstva vyza-
duje novi podvrstvu, ktoru nazyvame signalizacnou. Jej hlavnou
ulohou je obnova prepojovacich tabuliek. Aby sa zabranilo cykle-
niu obnovy prepojovacich tabuliek, ktoré sme vysSie spomenuli, sig-
nalizacna podvrstva musi pouzivat na prepojovanie signalov pevné
prepojovacie tabulky. To znamena, Ze navestie je jedineCné pre
kazdy cielovy uzol, alebo inymi slovami - oznacenie cielového uzla
je samotnym navestim. Tento spdsob prepojovania signalov sa na-
zyva smerovanie. Teda signalizacna podvrstva vyZaduje smerovanie,
alebo ak by sme boli trochu provokujuci, internet s protokolom
IPv4 nie je ni¢ iné ako signalizaén4 siet. DalSie funkcie signalizaé-
nej podvrstvy spomenieme neskor, teraz sa pokusme o definiciu.

Definicia: Spojovacia vrstva je Cast komunikacného systému,
v ktorej sa priradenie vstupov k jednotlivym vystupom moze v Case
menit. Prepojovanie je funkcia spojovacej vrstvy, ktora premiest-
nuje signal zo vstupu na vystup a meni jeho navestie podla prepo-
jovacej tabulky. Smerovanie je funkcia spojovacej vrstvy, ktora
premiestiuje signal zo vstupu na vystup podla smerovacej tabul'ky
bez zmeny navestia signalu.

Vseobecne plati, ze navestia pozivané spojovacou vrstvou mozu
byt rovnakého druhu ako navestia v transportnej vrstve, viete si v§ak
predstavif, aké by bolo nehospodarne pouzitie fyzikalnych navesti
pre smerovanie, aby sme zabranili zmieSaniu signalov smerovanych
k tom u istému cielu v jednej linke. Preto sa pre smerovanie pouzi-
vaju len logické priznaky. Podla nasho nazoru je smerovanie vhodné
pre siete s mensim objemom dat alebo s vysokym pomerom mnoz-
stva prenasanej informacie k mnozstvu informacie v navestiach.
Tak je to napriklad v signalizacnej podvrstve, kde sa udaje generuju
prevazne na zaciatkoch a koncoch spojeni. Najmé hlasovy signal
v telefonii vSak vyzaduje prenos malych kuskov informacie, aby
nedoslo k zhorseniu kvality kvoli vysokému oneskoreniu. V tomto
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the input link and label. When the signal enters the switching layer,
it is stamped in an input queue by a link name (black or white in
our example). In the next step, a signal identified by the link name
and the label enters a central switching matrix, which reads out
from the switching table the output link name and the new label.
Using this output link name, the signal is forwarded to the proper
output link buffer, from which the signal with its label is sent to
the output link (transport layer). In the contrast to the transport
layer, where the input - output mapping is fixed, the input - output
mapping in the switching layer is given by the switching table, which
is not fixed and may be changed. This property is used, when trans-
mission of some signals is finished and a new demand for signal
transmission occurs. We can see that the switching layer is a state
automaton, where forwarding depends on a switching table state.
This allows high reduction of management information transmis-
sion and it provides high efficiency in label economy.

As it was mentioned, switching table needs updating when
transmission of some signals is finished or there is a new demand
for signal transmission. The only way how to update the switching
table is to deliver this information to the table. As we can see,
a switching table updating generates a new signal, which has to be
transmitted over the transport and connectivity layers. Here, the
switching process starts looping because to deliver the informa-
tion to the switching table new switching tables are needed, etc.
This is why the connectivity layer needs a new sublayer, which is
called the signalling sublayer. Switching tables updating is the main
task for this sublayer. To avoid the switching tables looping men-
tioned above, a signalling sublayer has to use signal forwarding
with fixed switching tables. It means that the label has to be unique
for each destination, or, in other words, the destination name is
the label itself. This kind of signal delivering is known as routing.
That means that a signalling sublayer needs routing, or to be
provocative - the Internet with IPv4 is a signalling network. Other
function of the signalling sublayer will be given later, now a defin-
ition of the connectivity layer follows.

Definition: The connectivity layer is a part of a communication
system in which label mapping to the inputs is not fixed. Switch-
ing is a function of the connectivity layer which forwards signals
from the inputs to the outputs and changes the signal label accord-
ing a switching table. Routing is a function of the connectivity layer
which forwards signals from the inputs to outputs according
a routing table without change of signal labels.

Generally speaking the labels for the connectivity layer may
be the same as for the transport layer, anyhow you can imagine,
that using physical labels for routing will be extremely wasteful
because it is necessary to avoid a mixture of different flows routed
to the same destination over the same link. For this reason recent
routing mechanisms use only logical block labels. In our opinion
routing is really suitable to be used only in networks with small
data volume, like in the signalling sublayer, where data are mainly
generated by beginning and end events in the user data transmis-
sion. Especially voice signals in telephony service need to transmit
small pieces of signals to avoid quality degradation due to high
latency. In this case, mass telephony over any network is possible
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pripade hromadna telefonia (po lubovolnej sieti) je mozna len
vtedy, ak sa dosiahne vysoka hospodarnost v pouZzivani priznakov,
t. j. ak pre spojovanie hlasu bude pouZita prepojovacia podvrstva
a smerovanie bude vyuZzité len pre signalizaciu. To znamena, Ze data
s niZz§im objemom v porovnani s riadiacou informaciou a pozadu-
juce prenos v redlnom Case by mali pouzivat spojovo orientované
sluzby prenosu. Na druhej strane sluzby typu ,always on“ by mali
mat vysoky pomer prenasanej informacie v porovnani s informa-
ciou v navesti. Potom mo6zu byt tieto sluzby nespojovo orientované
a mozu pouzivat signalizacnul podvrstvu aj na prenos informacie
aplikacie.

Napriek tomu, Ze sme definovali transportnu, spojovaciu vrstvu
¢i prepojovaciu, signalizacnu podvrstvu, nebudeme tu Spekulovat
o tom, €o je prenosovy alebo spojovaci (prepojovaci, smerovaci)
systém. Je pravdou, Ze kazdy z tychto systémov viac-menej obsahuje
obidve funkcie - prenos aj spojovanie. Napriklad sucasné optické
spojovacie systémy s mikro elektromechanickymi prvkami su viac
prenosovymi ako spojovacimi systémami. Dokonca optické systémy
s crossconect prvkami pouZivajucimi OEO prepojovanie patria
medzi prenosové systémy, hoci samotné crossconect prvky patria
do spojovace;j vrstvy. Preto pre hrubé rozliSenie prenosovych a spo-
jovacich (prepojovacich/smerovacich) moze byt pouzité casové
hladisko. Ak priradenie navestia jednotlivému signalovému prvku
sa meni pre kazdy signalovy prvok alebo spojenie, potom budeme
systém nazyvat spojovacim (prepojovacom/smerovacom). Ak je toto
priradenie nemenné po dlhsiu dobu (medzi dvoma zasahmi manaz-
mentu siete), potom nazveme systém prenosovym. Toto hrubé
delenie moZe byt uzitoéné na to, aby sme sa vyhli znasoboveniu
zakladnych komunikac¢nych funkcii. Bez ohladu na hierarchiu, je
zaujimavé poznamenat, Ze napriklad z uvedeného pohladu je MPLS
prenosovym systémom. Nechdvame na Citatelov aby zvaZili o su
prevazujuce zakladné komunikaéné funkcie systémov LAN, MAN,
ATM, MPLS, MPS, RSVP, SDH, WDM atd. v roznych tlohach,
kofiguraciach alebo topologiach.
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only if high label economy will be achieved, i.e. only if the voice
connectivity will pass over the transport and switching layers, and
the routing layer will be kept for signalling only. It means that real
time application with higher application data volume comparing
to signalling data volume should be connection oriented. On the
other hand “always on” services should have a high ratio of appli-
cation data comparing to the label data. Then the service may be
connection less and may use the signalling sublayer for applica-
tion data delivering.

Despite defining transport/connectivity layers or switching/sig-
nalling sublayers, we are not going to speculate what is a transport
system or connection (switching, routing) system. It is true that
each of these systems contains more or less both - the transport
and connectivity layer. Recent optical switches with micro electro-
mechanical systems are more transmission systems than switch-
ing systems. Even optical systems with crossconnects using OEO
switching belong to transmission systems even when the cross-
connect itself belongs to the switching layer. A thumb rule for dis-
tinguishing between transport and connection (switching/routing)
systems may be a time scale. If the individual signal unit label
mapping to the inputs may be different for each signal unit or
session, then we will call the system a switch or router. If this mapp-
ing is constant for a longer period (between two network manage-
ment actions), we will call the system a transport system. Also this
thumb rule may be useful to avoid multiplying of a basic commu-
nication function. Without questioning of a hierarchy role, it is
interesting to realize that, for example, MPLS is from our perspec-
tive a transport system. It is left to readers to debate what is the
basic functionality of LAN, MAN, ATM, MPLS, MPS, RSVP, SDH,
WDM, etc. in different roles, configuration or topologies.
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