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MATEMATICKY APARAT PRE VYPOCET PRAVDEPODOBNOSTI
CHYBY DEKODEROV BLOKOVYCH KODOV

MATHEMATICAL APPARATUS FOR ERROR PROBABILITY DETERMINATION

OF BLOCK CODE DECODERS

Cldnok sa zaoberd problematikou bezpecnej komunikdcie v uza-
tvorenych prenosovych systémoch pri pouziti blokovych systematickych
(n, k) kodov. Je uvedeny matematicky apardt pre vypocet pravdepo-
dobnosti nedetegovanej chyby pre kody so zndmou a nezndmou
vahovou Struktiirou. Ciselné vysledky sii platné pre symetricky bindrny
kandl, za predpokladu nezavislych chyb v kandli.

1. Uvod

Uroveii bezpeénosti pri prenose informacie cez komunikaény
kanal je dana sumarnou hodnotou zloZenou z integrity, dostup-
nosti a dovernosti. Typické poradie kodérov a dekodérov v komu-
nikacnom refazci je ukazané na obr. 1.

El E2

E=

This paper deals with safety - related communication in closed
transmission systems when block systematic (n, k) safety codes are
used. The mathematical apparatus for calculation of probability of
undetected sequence error is described for codes, with known and
unknown weight structure. The numerical results are valid for a Sym-
metric Binary Channel when the occurrence of independent errors is
assumed.

1. Introduction
The level of security for transmission of information across
the communication channel is calculated as a summary value of

integrity, availability and confidentiality. A typical order of coders
and decoders in the communication chain is shown in the Fig. 1.
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Obr. 1. Komunikacny retazec pre prenos informdcie
Fig. 1. Communication chain for transmission of information

Poradie komponentov pre prenos informacie v komunikac-
nom retazci nie je nahodné, kazdy blok ma presne urcenu loka-
litu.
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The orders of components in a communication chain for
transmission of information are not random; every block has its
fixed locality.
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Poradie dvojic komponentov kodér/dekodér v komunikacnom
refazci je nasledovné:

E\/D, - kompresny (zdrojovy) kodér/dekodér
E,/D, - Sifrovaci kodér/dekodér

E;/D, - zabezpecovaci (kanalovy) kodér/dekodér
E,D, - modulator/demodulator

CH - prenosovy kanal

V niektorych pripadoch nie je nutné pouzit vSetky uvedené
komponenty, to zavisi od konkrétnej aplikacie. Tiez kanal moze
byt napriklad pamat, do ktorej je informacia zapisana alebo zako-
dovana a potom je Citana alebo dekodovana.

Nezmenenie a nenaruSenie informacie pocas prenosu mozno
zabezpe€it pomocou zabezpecovacich kédov, ktoré¢ by mali byt
schopné ochranit systém podla poZadovanej urovne integrity.

V uzavretych prenosovych systémoch podla normy prEN
159-1 [1] moze byt pouzity ako zabezpecovaci kod iba detekény
kod. Pre splnenie pozadovanej irovne bezpecnosti je potrebné
detegovat typické zhluky. Tieto mozu byt: nahodné chyby, zhluky
chyb, systematické alebo kombinované chyby. Uroven bezpeénosti
je efektivna vtedy, ak pravdepodobnost nedetegovanej chyby kodo-
vého slova je vysSia nez pozadovana hodnota. Tieto poziadavky
mozno realizovaf pomocou velkého mnozstva zabezpecovacich
kodov [2], [5]. Frekventovanou zavislostou, ktora ohodnocuje
uroven bezpecnosti je pravdepodobnost chyby kodového slova p,
v zavislosti od bitovej chybovosti p, pouzivaného kanala. Kazdy
odporuceny alebo pouzity kod v uzatvorenom prenosovom systéme
je potrebné analyzovat a vypocitat maximum pravdepodobnosti
nedetegovanej chyby kodového slova pre pouZzity prenosovy kanal.
Pri vypocte mozno pouzit statistické hodnoty pravdepodobnosti
chyby elementarneho symbolu (bitu) niektorych typickych kanalov.
Binarny symetricky kanal alebo kanal s gausovskym aditivnym
Sumom su vel'mi Casto pouzivané matematické modely kanalov,
pri vyjadreni matematického aparatu v sledovanej oblasti [3].

V ¢lanku st uvedené metddy vypoctu pravdepodobnosti nede-
tegovanej chyby kodového slova systematickych blokovych kodov:
1. v pripade, ked je znama vahova funkcia kédovych zloziek

(napr. Hammingove kody)

2. v pripade, ked nie je jednoduché generovat vahovu funkciu
kodovych slov (napr. binarne BCH kody).

2. Metody vypoctu pravdepodobnosti nedetegovanej
chyby kodového slova

Pri niektorych postupoch vypoctu pravdepodobnosti chyby [2],
[4] je potrebné poznat vSetky kodové slova kodu. Potom pravde-
podobnost nedetegovanej chyby kodového slova p,; pre binarny
symetricky kanal (BSC) mozno vypocitat podla (1):
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The order of couples of components in the communication
chain is the following:

E\/D, - compression (source) encoder/decoder
E,/D, - ciphering encoder/decoder

E;/D, - safety (channel) encoder/decoder
E,D, - modulator/demodulator

CH - transmission channel

In some cases it is not necessary to use all the above shown
components, depending on their concrete application. Also the
channel can be e.g. a memory, where information is written or
coded and then is read or decoded.

The non-modification and non-corruption of information
during transmission can be secured by safety codes, which should
be capable of protecting the system, in the required level of
integrity.

In the closed transmission system according to the norm
prEN 159-1 [1] only the error detection code can be used as
a safety code. For fulfilling the required safety integrity level it is
necessary to detect typical errors. These errors can be random
errors, burst errors, systematic or combined errors. The level of
security is effective when the probability of undetected sequence
error is bigger than a demanded value. These requirements can be
realized with the sufficiently complex safety codes [2], [5]. A fre-
quent function relation used for evaluation of a safety level is error
probability of code word p, depending on a bit error rate p, of the
used channel. It is necessary to analyze and determine the utmost
probability of an undetected sequence error for the used trans-
mission channel for every recommended or used code in a closed
transmission system. In the process of calculation the statistical
values of probability of bit error for some typical channels can be
used. Binary Symmetric Channel or Additive White Gaussian Noise
Channel is an often-used mathematical model of a channel for the
expression of mathematical apparatus in this area [3].

In the article the following methods of the calculation of prob-
ability of undetected sequence error of systematic block codes are
introduced:

1. in a case when a weight function of code words is known (e.g.

Hamming codes)

2. in a case when it is not easy to generate the weight function
of code words (e.g. BCH codes).

2. Methods for calculation of probability of an
undetected sequence error

An approach of determination of error probability [2], [4]
needs to know all sequences (or code words) of code. Then the
probability of an undetected sequence error p,, for Binary Sym-
metric Channel (BSC) can be calculated according to (1):
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Kde:d,,;, je minimalna Hammingova vzdialenost kédu
A; je celkovy pocet kodovych slov s vahou i
D, je bitova chybovost kanala

Predpokladame, Ze chyby v kanali si nezavislé a vyskytuju sa
s bitovou chybovostou p,, a ich vyskyt mozno aproximovat husto-
tou rozdelenia pravdepodobnosti podla binomického rozloZenia.

Hammingove perfektné (n, k) kody [5] su jedny z mala skupin
kodov, kde je znama kompletna vahova funkcia 4(x):

AX) = Ax 2
i=0
Vahova funkcia pre Hammingove kody s d,,,, = 3 a dizkou

kédového slova n = 2" — 1 (r je pocet redundantnych bitov) je
[2]:
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Where: d,,;, is minimal Hamming distance of code
A,  is the total number of sequences in the code with
weight i
p,  is abit error rate of channel

Provided that errors in the channel are independent and occur
with a bit error rate p, and the occurrence of error might be
approximated by a binomial density of probability.

Hamming perfect (n, k) codes [5] belong to a few classes of
codes for which the complete weight function of code words 4(x)
is known, where A(X) is the weight-enumerating function of a code:

AX) = A )
=0
The weight-enumerating function for the distance-3 Hamming

codes of code words length n = 2" — 1 (where, r is number of
redundancy bits) is [2]:

1
AE) =~ [+ )"+ (] + )R (1 = )T 3)

+1

Pre kodové slova s vicsou dizkou n moze byt vypocet p,,
komplikovany. Velkou vyhodou je, ze hodnoty funkcie A(x) su
symetrické pozdiz (n—1)/2, ¢o zjednodusuje vypocet. Hammin-
gove kody s d,,,, = 3 sa daju lahko prekonvertovat na Hammingove
kody s d,,;,, = 4 pridanim jedného paritného bitu. To spdsobi, Ze
vsetky kodové slova s vahou i (pre neparnu vahu) sa stant kodo-
vymi slovami s vahou i + 1.

Pozn.: Plati len pre rozsirené Hammingove kody s pdrnou paritou.
Vysledky pravdepodobnosti nedetegovanej chyby kodového slova pre rozsi-
reny Hammingov kod sii uvedené v clanku [5].

Nie pre vsetky zabezpecené blokové kody je jednoduché gene-
rovat vahovu funkciu kodovych slov A(x). Potom pravdepodob-
nost nedetegovanej chyby kodového slova nemoze byt pocitana
podla vztahu (1). V uzatvorenych prenosovych systémoch su
vel'mi ¢asto pouzivanymi detek¢nymi kédmi binarne cyklické kody,
s dizkou kodového slova n a generaénym polynomom g(x) [5].
Rovnicu (1) mozno modifikovat podla [4], ak hodnota 4, je apro-
Ximovana pomocou (4):

1
4= 5r (';) (4)

Potom pravdepodobnost nedetegovanej chyby kodového slova
je dana vztahom (5):

1 n n . i
P = ik > <.>pé(l—pb)” Q)
i=dypin !

Ak suéin np, << 1 mdZe byt suma v (5) aproximovana prvym
¢lenom sumy (6):

U (n . =
Doz = F (dmm> pbdmm (1 —pp) Apmin (6)

Je evidentné, Ze vo vztahu (6) je potrebné poznat okrem para-
metrov (n, k) aj minimalnu Hammingovu vzdialenost kédu d,,,;,
kodovych slov. Ak je jej hodnota neznama, na vypocet d,,,, moZzno

For sequences of a larger length n calculations of p,; can be
complicated a big advantage is that the values of function A(x) are
symmetrical along the point (n—1)/2, what eases the calculation
The distance-3 Hamming codes can be converted in a very easy
way to a minimum distance-4 code by appending one additional
parity symbol to all code words. It causes that all weight-i code
words (with odd weight) become weight- i + 1.

Note: 1t is valid for expanded Hamming codes for even parity, only.
The results of values of probability of undetected error for extended
Hamming codes are shown in paper [5].

It is not easy to generate the weight function of code words
A(x) for all safety block codes. Then the probability of undetected
sequence error cannot be calculated by given (1). In the closed
transmission system some types of binary symmetric cyclic (n, k)
codes with code word of lengths n and with generate polynomial
g(x) as the detection codes are very often used. Equation (1) can
be modified [3], where value of 4, is approximated by (4).

L n
Az=2n_k<i) “)

Then probability of an undetected sequence error is given

by (5):
1 n ) )
A E=ID) (”.)p,;(l—m"" (5)
i=dpin !

If np, << 11in (5) then, can be sum approximated by the first
member of sum (6):

L (n i
”ﬁEW(dmm)Pb”’”“”U ~p) (6)

It is evident that in the relationship (6) it is necessary to know
besides the parameters of #, k, also the minimum Hamming dis-
tance of code words d,,,;,. If this value is unknown for determina-

min
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pouzitf Gilbertovu nerovnost pre parne kodové slova (7) a pre
neparne kddové slova (8).

(dpmin—1)12 n
2k =2 N
i=0

(dmmiz)/z e
gk i i

Pre niektoré hodnoty (n, k) binarnych cyklickych kodov
a BCH kodov su vysledky Gilberovej nerovnosti tabelované [2],
[4], [5].

1) = g1 (8)

3. Vysledky simulované pocitacom

V prispevku su uvedené priklady vypoctu hodnot pravdepo-
dobnosti nedetegovanej chyby kodového slova p,,, p,, a p,; vyjad-
rené vztahmi (1), (5) a (6) pre interval bitovej chybovosti kanala
od p, = 107° do p, = 0,5. Prva metoda vypoctu, zo znalosti
vahovej funkcie kodu, je demonstrovana na priklade rozsireného
Hammingovho kédu (128,120) s 4,,;, = 4, ktory moZno pouZit
v uzatvorenom prenosovom systéme pre detekciu dvoch chyb
v kodovych slovach. Ciselné hodnoty su uvedené v tab. 1 a gra-
fické zavislosti na obr. 2. Pre porovnanie hodnét pocitanych
podla (5) a (1) st vypocitané aj hodnoty p,, a v tab. 1 je uvedend
odchylka medzi nimi 6 = abs (p,; — p,,). Vahova funkcia Ham-
mingovho (128,120) kodu je uréena pomocou programu MATLAB.
Vysledky pravdepodobnosti nedetegovanej chyby kodového slova
podla (1) su vypoc€itané pomocou programu DERIVE.

Pravdepodobnost nedetegovanej chyby kodového slova Tab. 1
Hammingovho (128,120) kodu
po | 270110721107 1074107 1076|1077 [ 1078 107°

Dot 39 | 258 | 754 8,421 8,52 | 853|853 853]8,53
e3 e-4 e8 | el2| e16 | e20 | e24 | e28 | e32

Doy | 3.9 | LST | 377 | 412 416 | 416 | 416 | 416 | 4,16
e-3 e-4 e8 | e12| e16 | e20 | e24 | e28 | e32

) 0 1,01 | 3,77 | 430 | 4,36 | 4,37 | 4,37 | 437 | 4,37
e-4 e8 | e12 | e16 | e20 | e24 | e28 | e32

Vysledky v tab. 1 a na obr. 2 ukazuju, ze hodnoty pravdepo-
dobnosti chyby pocitané podla vztahov (1) a (5) sa odliSuji mini-
malne. Odchylka 6 medzi hodnotami je konStantna v mantise
(hodnota 4,37) od hodnoty bitovej chybovosti p, = 1076. 0d
hodnoty pb = 1072 sa odchylka & li§i pravidelne o styri rady
Vv exponente.

Druha metéda vypoctu pravdepodobnosti chyby pre blokové
kody s neznamou vahovou funkciou je ukazana na priklade binar-
neho BCH kodu (255,199) s d,,,,, = 15. Kod dokaze detegovat 14
chyb v kodovej zlozke. Vysledky st uvedené v tab. 2 pre rovnaky
interval bitovej chybovosti. Hodnoty p,, a p,; st urcené podla

tion of d,,,;,, Gilbert’s unequation for even length of code words (7)
and for odd length of code words (8) can be used.

(dmin—1)/2 n
ADS isz" (7
i=0

(dpin=2)/2 (” l)
2k =0 i < 271*1 (8)

For some valid combination (#, k) of binary cyclic codes and
BCH codes the values of Gilbert’s unequation are tabulated [2],
[4], [5].

3. Computer simulation results

In the paper are shown examples of calculation of the values
of probability of an undetected sequence error p,;, p,, and p,;
given by relations (1), (5) and (6) for interval of a bit error rate of
a channel from p, = 107° to p, = 0.5. The first method of cal-
culation, based on knowledge of the weight function of code, is
demonstrated by an example of extended Hamming (128,120)
code with d,,;, = 4, which can be used in the closed transmission
system for detection of two errors in every code word. The numer-
ical results are shown in Tab. 1 and the graphical results in Fig. 2.
For comparison of the values given by (5) and (1) are calculated
the results of p,,, too and in Tab. 1 the deviation between them
6 = abs (p,; — p,,) is determined. The weight function of Hamming
(128,120) code according to (3) and undetected sequence error
probability according to (1) are calculated via program MATLAB.
The values of undetected sequence error probability given by (5),
(when the weight function of code words is unknown), are calcu-
lated with the help of program DERIVE.

The undetected sequence error probability Tab. 1
for Hamming (128, 120) code

pp | 2701107201073 10741073 107 1077 [ 1078|1077
Do | 3.9 | 258 | 7.54 | 8.42 | 852 | 8.53 | 8.53 | 8.53 ] 8.53

e3 e-4 e8 | e12 | e16 | e20 | e24 | e28 | e32
Per | 3.9 | 157 | 377 | 412 | 416 | 4.16 | 416 | 416 | 4.16
e3 e-4 e8 | e12 | e16 | e20 | e24 | e28 | e32
0 0 1.01 | 3.77 | 430 | 4.36 | 4.37 | 4.37 | 4.37 | 4.37
ed | e8 | el2 | el6 | e20 | e24 | e28 | e-32

The results in Tab. 1 and Fig. 2 show that the values of an
undetected sequence error probability, calculated by relations (5)
and (1) are minimally distinguished. The deviation between the
values is constant in mantisa (value 4.37) for bit error rate from
Dy = 10~°. The deviation from value Dp= 1072 is periodically dif-
ferent by four orders in the exponent.

The second method of calculation of error probability for
block codes with an unknown weight function is shown for binary
BCH (255,199) code with d,,,,, = 15. The code can detect 14 inde-
pendent errors in every code word. The results are shown in Tab.
2 for the same interval of a bit error rate.
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Obr. 2. Grafické vysledky pravdepodobnosti chyby nedetegovaného slova pre Hammingov (128,120) kod
Fig. 2. Graphical results of the probability of undetected sequence error for Hamming (128,120) code

vztahov (5) a (6). Hrani¢na hodnota bitovej chybovosti p,, od
ktorej mozno vztah (5) aproximovat vztahom (6) pre dizku kodo-
vého slova n = 255, je p, = 1073,

The undetected sequence error probability Tab. 2

for binary BCH (255, 199,14) code

p, | 270 (10721073 107* 107101077 | 1078 |107°

P | 13 ] 92 169 | 85| 87 | 87 | 87 | 87 | 87
e-17 | e25 | €39 | e54 | e69 | -84 | €99 |el114]-129

Pravdepodobnost nedetegovanej chyby Tab. 2
pre binarny BCH (255, 199,14) kod
pp | 2701107201073 1074 107 107 1077 [ 1078|1077

Der L3 19269 | 85| 87 | 87| 87 | 87 | 87
e17 | e25 | e39 | e54 | e69 | -84 | €99 | e114]| -129

De3 5] 78 | 68 | 85| 87 | 87 | 87 | 87 | 817
e17 | e25 | e39 | e54 | e69 | e84 | €99 | e-114 |e-129

De3 LS| 78 | 68 | 85| 87 | 87 | 87 | 87 | 87
e-17 | e25 | e39 | e54 | e69 | e84 | e99 | e-114|e-129

4. Zaver

Pocas prenosu informacie medzi zabezpecovacimi systémami
musi byt garantovana pozadovana hranica pravdepodobnosti chyby.
Preto nutnou sucastou celkovej analyzy bezpecnosti je aj analyza
bezpecnosti pouzitého blokového kédu. V prispevku su uvedené
dve metody vypoctu pravdepodobnosti nedetegovanej chyby kodo-
vého slova, ked pozname vsetky kodové zlozky kodu a v pripade,
ked je veImi obtiazne generovat vahovu funkciu kodu. Porovnanie

The values of p,, and p,; are calculated according to (5) and
(6). The bounded value for a bit error rate pb from which relation
(5) can be approximated by relation (6) for code word length n =
=255isp, = 107>,

4. Conclusion

During communication between safety-related systems the
required bound of undetected sequence error probability must be
guaranteed. Therefore with some type of safety codes used of data
transmission the analysis is a necessary part of the total analysis
of security. In the paper two methods of calculation of the proba-
bility of an undetected sequence error are dealt with - when all
code sequences of code are known and when the weight function
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vysledkov pravdepodobnosti nedetegovanej chyby kodového slova
pocitanych podla vztahov (1), (5) a (6) je realizované na prikla-
doch systematickych blokovych koédov - Hammingov (128,120)
a binarny BCH kod (255, 199, 14). Vysledky pre p,; a p,, a pre p,,
a p,; uvedené v tab. 1 a tab. 2 su radovo ekvivalentné, ¢o je velmi
dolezity poznatok. Vysledky su platné len pre nezavislé chyby
v kanali. Z obr. 1 vyplyva, Ze vysledky pravdepodobnosti p,, a p,,
limituja pre p, = 0,5 k hodnote 2%, ¢o podla [1] je najnizsia
mozna hodnota pravdepodobnosti nedetegovanej chyby pri pouziti
blokovych (n, k) kodov.
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