COMMVINICIONS

Zoran Cekerevac - Zdenek Dvorak - Ludmila Prigoda - Petar Cekerevac*

TECHNO-ECONOMIC ASPECT OF THE MAN-IN-THE-MIDDLE

ATTACKS

This paper analyzes some aspects of the man-in-the-middle (MITM) attacks. After a short introduction, which outlines the essence of this
attack, there are presented used scientific methods and hypotheses. The next chapter presents technology of MITM attacks and benefits that

a successful attack provides the attacker with. Some of the most significant examples of such attacks, which have a larger scale and significant

impact on the broader Internet community, are presented. This part of the article ends with an analysis of possible protection against MITM

attacks. Later, on the basis of available data, the analysis of MITM attack from an economic point of view is given. In Conclusion, the summary

of the whole analysis is performed.
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1. Introduction

Every IT expert has heard of the Man-in-the-Middle
Attacks (MITM), but this type of attacks is very rarely
described in details and well classified. Also, there are rarely
shown the benefits the attacker hopes to attain. The aim of
this paper is to present an analysis of technology of MITM
attacks, their relationship with other types of attacks, and
some economic factors in this regard.

In successful MITM attacks an attacker can have the
ability to receive data and retransmit it without changing or
after changing it, so that results can be the eavesdropping or
manipulation.

Every IP implementation must include Internet Control
Message Protocol (ICMP). To provide services in the safe
way most Internet applications use encrypted connections
provided by Secure Sockets Layer and Transport Layer
Security protocols on the application layer. Although SSL/
TLS can create a two-way trust relationship, because of the
complexity in administration, SSL/TLS is mostly used with
the one-way trust relationship, which means that only one
participant can validate the connection. This method of SSL/
TLS application represents a weakness that can be exploited
by an attacker.

There are several types of MITM attacks:
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— ARP cache poisoning,

— DNS spoofing,

— Session hijacking including side-jacking, evil twin, sniffing, ...
— SSL Hijacking.

Articles about MITM attacks can be found in many
sources as, for example: [1 - 6], etc.

In the past, MITM attacks mainly affected laptops, but,
now, mass population of cell phone users can be under attack.
It is hard to expect that such different crowd can protect itself.
Except for standard attacks on IP and data, MITM attacks
can target re/="nofollow” in the mobile devices, and it can be
particularly worrying. A successful attack can allow a hacker
to identify a person’s location, intercept messages or even
eavesdrop on conversations [7].

2. Used scientific methods and hypotheses

Methodological basis of this research includes the
principles of the systemic-functional approach to the analysis
of phenomena. In justification of theoretical propositions
and arguments, following scientific methods were widely
used: hypotheticodeductive method, axiomatic method,
analytical-deductive method, and comparative method,
scientific abstraction, induction and deduction, synthesis,
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comparative analysis, as well as analysis of time series,
graphical interpretation etc.

Using basic features, their resolving power, and analytical
base of each of the above methods used in accordance with
their epistemological potential landmark in the process of
solving theoretical and empirical tasks, allowed in the context
of a single algorithm to achieve the goal of the article and to
provide high representativeness of the results and conclusions.

The null hypothesis was set as:

H, - "MITM attacks are extremely rare and make no
damages to any user.”

The alternative hypothesis was set as:

H, - "MITM attacks are not extremely rare and can cause
losses to victims”.

3. MITM technology

The man-in-the-middle attack, by using different
techniques, intends to intercept a communication between two
nodes, client, and server. The attacker splits the original TCP
connection into 2 new connections. Once the TCP connection
is intercepted, the attacker gets the opportunity to read, insert
and modify the data in the intercepted communication [5].

An example of the MITM attack is shown in Fig. 1. The
attacker interrupted the connection of his victims and usurped
the role of a proxy.

Victim | Pyblic key MITM

| Public kez B

Changed Invoice

Mgney paid to the
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Fig. 1 An example of the MITM attack
Source: Authors based on the [3]
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How to conduct a simple man-in-the-middle attack is
described in details in the eponymous article [8], therefore, it
will not be presented here. After catching the username and
the password, the attacker has all that he needs to attack. The
attacker can have additional benefits if the victim uses the
same username and password for all services and systems.

The main drawback of millions of HTTPS, SSH and VPN
servers is that prime numbers generated by Diffie-Hellman key
exchange are all the same. With advancements in technology
new algorithms appeared, as Field Sieve, which can very
efficiently break Diffie-Hellman connections. Nowadays, when
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two wireless devices share their secret keys by creating a secure
channel between them, this is nothing but the Diffie-Hellman
exchange [9]. More about scanning for victims, auto detection
of local interfaces and default gateways, as well as about
the setting up the MITM attacks for the victims, routers, IP
forwarding, and restoring the victim after attack was done, can
be found in numerous sources, e.g. [ 10 or 9].

4. Are MITM attacks rare?

Man-in-the-middle attacks existed long before the
appearance of computers. One good example might be a
malicious postman who opens people’s letters and takes or
changes their contents before handing over the letter to its
recipient. But now man-in-the-middle attacks are essentially
eavesdropping and/or manipulating attacks.

According to McAfee research [11] the most frequent
are denialofservice and browser attacks. Together, they make
64% of all attacks. They together with SSL attacks constitute
the MITM attack. Many protocols that are used every day are
vulnerable to various attacks in one way or another, simply
because it’s quite hard to devise a protocol that’s completely
secure against MITM. Most solutions are only “best effort”,
and not “completely and absolutely secure” solutions.

Are the “man in the middle” attacks actually rare in the
real world? Data say that MITM is quite credible for concern.
The Dutch High Tech Crime Unit’s data say that according
to their 32 data breach, statistics 15 involved MITM actions
[12, p. 69].

In June 2015, 49 persons were busted in Europe for
Man-in-the-Middle bank attacks [13]. They were arrested on
suspicion of using MITM attacks to sniff out and intercept
payment requests from email. This fraud was at the level of €6
million, and was conducted in a “very short time”. Targets were
medium and large European companies. A similar attack was
when crooks were targeting customers of Absa, one of the Big
Four banks in South Africa, in 2013. In that case, fraudsters
made a fake site looks very professional buyers who will reach
it by clicking on a link in a phishing e-mail (a good reason to
avoid doing it; instead, type in the URL yourself), asked users
to enter their passwords and the Random Verification Number
code that Absa sends to mobile phones as a one-time password
[13]. The whole scam was carried out with a lot of errors,
but it was nevertheless in many cases successful. Although in
e-banking some of the controls brought in by banks (two-factor
authentication etc.) were applied to combat the attacks on
customers, this case shows that they are not always sufficient.

There are, also, many other ways to attack e-banking users
as the use of malware to place a Trojan on the client PC, but
MITM is still relatively easy in most cases. The main reasons
for MITM attacks are:

— low risks - physical and to be caught,
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— some effort in coding the exploit can lead to real world
monetary gain, and

— the code can then be reused or sold to other criminals.

It seems that the larger problem is how to wash the stolen
money and not to be detected than to reveal the fraud.

However, the theft of money is not always the goal of the
scam. Some say that “..employer does an MITM attack on
us. They use it in order to monitor our email and prevent us
from sending attachments” [14]. Michael Hex [15] claims that
MITM attacks within companies happen daily and more than
once. Others think that MITM attacks are “common enough
to be an official government policy” [16].

One of the most interesting incidents happened in the
year 2008. FARC (Revolutionary Armed Forces of Colombia)
was attacked by series of DoS and MITM attacks in order to
free up 15 hostages. These attacks freed them without a single
ammunition being involved [17].

One of the first, well-known MITM attacks was the
Mitnick attack. To take over a session Mitnick exploited
the basic design of the TCP/IP protocol. The attack was
performed through:

— identifying weaknesses of the network and collecting the
necessary information,

— silencing the actual network server and replacing it with own
computer, and

— hijacking.

Mitnick’s attack to Shimomura’s computer is in details
described in [18]. An identical attack is nowadays impossible
because we don’t use rsh; but we use SSH [19].

Nowadays many other possible scenarios can exist:

— command injection; useful where one-time authentication is
used,

— malicious code injection; malicious code insertion into an
email or web pages,

— key exchanging; public key exchanged by server and client
modification,

— parameters and banners substitution; Parameters exchanged
by server and client can be substituted in the beginning of a
connection. For example, the attacker can force the client to
initialize an SSH1 connection instead of the SSH2,

— IPSEC failure; Block the key material exchanged on the
port 500 UDP. If the client is configured in rollback mode,
there is a good chance that the user will not notice that the
connection is in clear text,

— PPTP attacks; The Point-to-Point Tunneling Protocol as the
method for implementing VPNs has many known security
issues,

— Transparent proxy; The attacker adds his own URL in the
front when the victim loads the URL of a defaced web page.
More details about mentioned scenarios can be found in

[20 - 21].

One attack of enormous size using MITM technology
was performed by the NSA in 2013. Tor was attacked to be
compromised. Previous attacks failed to directly break Tor,
but this attack was more successful by using vulnerabilities
in Firefox to target certain Tor users. The attack was possible
because of the major telcos letting the NSA put servers
directly off the backbone. More detailed explanation of this
attack can be found in [22].

One of the recent man-in-the-middle attacks was in
July 2015 hacking a Jeep Cherokee, which caused a major
recall by Chrysler Corporation. Without important security
safeguards being put in place and rigorously tested, hackers
can eventually control the vehicles’ basic functions, such
as brakes, steering, and acceleration which could be highly
dangerous [23]. A modern car may be connected to multiple
networks including cellular, V2V/V2I/V2X, Bluetooth, Wi-Fi
and Wired Automotive Ethernet, and this appears as an added
risk. Many people still don’t realize, but beside the TVs, the
IoT will soon involve many devices as washing machines,
refrigerators, etc. Each home device will have an IP address
and therefore, will be vulnerable to attacks.

In March 26, 2016, GitHub experienced the largest DDoS
(distributed denial of service) attack in its history. The attack
involved a wide combination of attack vectors. These included
every vector they had seen in previous attacks as well as some
sophisticated new techniques that used the web browsers of
unsuspecting, uninvolved people to flood github.com with high
levels of traffic [24]. Netresec made a deeper analysis of this
attack and concluded that China was using their active and
passive network infrastructures in order to perform a packet
injection attack, known as a man-on-the-side attack against
GitHub [25]. The man-on-the-side attack is similar to MITM
attack, with similar technology, but with less controlling of a
network node.

In October 21, 2016, a series of DDoS attacks caused rough
disruption of legitimate internet activity in the US. The attacks
targeted the Domain Name System and were perpetrated by
directing huge amounts of bogus traffic at targeted servers
belonging to Dyn which is a major provider of DNS services
to other companies. A lot of activities such as online shopping,
social media interaction, etc., were not possible to use for
some periods of time. The length of disruptions varied, but in
some cases, it took several hours. Detailed information about
October 21 attack can be found in [26].

And finally, the answer to: “Are MITM attacks rare?” is
No! Some, more stringent, analysts say that any instance of
an SSL root getting a bad cert can consider it as a sign of an
attack. One should always bear in mind that MITM can be
part of a denial-of-service attack [27].
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5. How to confront MITM attacks?

Michael Gregg [28] named six ways how one can become
a victim of MITM attack:

- Wi-Fi Eavesdropping,

- Man-in-the-browser,

— Man-in-the-mobile,

— Man-in-the app,

— Man-in-the-cloud, and
— Man-in-the-IoT.

It is a great variety of possible attacks. Complete
elimination of MITM attack is a very difficult task, but the
careful user can significantly reduce the risk.

Several security vendors have solutions to scan encrypted
traffic (for example, Palo Alto Networks, Kaspersky Internet
Security 2015, etc.) and the companies can activate this
feature. To do this, the firewall/proxy device is simply granted
a certificate from internal Certificate Authority (CA) which is
already trusted by all clients. When an application asks for a
secure connection, the firewall/proxy device generates a new
certificate for the target server on the fly and sent it to the
client. Since the client trusts the internal CA, it also trusts the
device certificate and will happily start a “secure” connection.

MITM attacks are the preferred choice of attack for
surveillance groups who want to sniff on the data on a
connection [9]. From defender s point of view, ARP cache
poisoning happens in the background with very few chances
to be controlled by the user. Although difficult, some of the
countermeasures can be adopted to provide a shield. There
is no catch-all solution, but proactive and reactive measures
can be taken.

New patched and updated operating systems must be used
on a network. Also, security of network should be the primary
concern while designing it [9]. If the network configuration
is not changing frequently, it is quite feasible to make a
listing of static ARP entries and deploy them to clients via an
automated script. This can ensure that devices rely on their
local ARP cache rather than relying on ARP requests and
replies [6]. This way the process is little less dynamic.

DNS spoofing is mostly passive by its nature so it is
difficult to defend. Users never know that their DNS is being
spoofed until it has happened. In very targeted attacks it is
possible that the user may never know that he has been tricked
into entering his credentials into a false site until he receives a
bill from his bank. But, there are still a few things that can be
done to defend against these types of attacks [29]:

— internal machines securing,

— not to rely on DNS for secure systems,
— use of IDS, and

— use of DNSSEC.

Unless the attacker makes some of the obvious action
when he hijacks a session, one may never know that an
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attacker was there. A few things can be done to better defend

against session hijacking [30]:

— to do online banking from home,

— to be cognizant and keep an eye out for things that seem
unusual, and

— to secure own internal machines; such attacks are mostly
executed from inside the network.

SSL hijacking is virtually undetectable from the server
side because for the server the communication with a client is
quite normal. He can’t see that he communicates with a proxy.
Some things can be done from the client’s side [31]:

— to ensure secure connections using HTTPS,
— to do online banking from home, and
— to secure own internal machines.

6. The Economic Aspect

It is rather rare to find real world data on MITM attacks.
One of the reasons is that MITM attacks are by their nature
usually targeted at individuals. On the other hand, “a lot of
the attacks you hear about are just the tip of the iceberg.
Banks often won’t even tell an affected customer that they
have been a victim of these man-in-the-middle attacks” [32].
Franklin also said: “ ‘man-in-the-browser’ attacks are emerging
to compete in popularity with middleman threat”, and that
(in Europe, Middle East and Africa, in 2007) “3.5 million
adults remembered revealing sensitive personal or financial
information to a phisher, while 2.3 million said that they had
lost money because of phishing. The average loss is US$1,250
per victim”.

The situation with defining costs caused by MITM attacks
is more complicated when we know that, as mentioned earlier,
MITM attacks are closely connected with the major attacks,
including DDoS.

37%
0-6 hours

2%

unsure

- .

7+ days

~2/3

of attacks

last 6+ hours
8%
1-7 days

49%
6-24 hours
Fig. 2 The average attack length
Source: Authors based on [34]

Analyzing a DDoS attack in October 21, 2016, Lafrance
[33] claimed that in the year 2014 “For more than one-third
of companies, a single hour of a DDoS attack can cost up to
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$20,000”. Matthews [34], upon an examination, concluded
that “the data reveals there are no predictable patterns as to
how long an assault will last”. Some statistics is given in Fig. 2.
It is easy to multiply cost for an hour by the number of hours
and the number of attacks. For some companies, it can reach
millions. “The airline Virgin Blue lost $20 million in a period
of IT outages that spanned 11 days in 2010” [33].

Per Ponemon global study and research of 2016 cost of
data breach [35] that covered 383 companies, the average
total cost was increased from $3.79 (in 2015) to $4 million
(in 2016). The average cost of stolen or lost record containing
sensitive information was increased from $154 (in 2015) to
$158 (in 2016). Comparing to 2013 total cost of a data breach
is increased or 29%, or 15% per capita. It is interesting that risks
from a data breach are not evenly distributed. Organizations in
Brazil and South Africa are much more exposed to material
data breaches then organizations in Germany and Australia.

The Ponemon analysis showed that a cost per compromised
record, or per capita, in average is on the level of $158. The
highest values are in healthcare organizations with $335,
then in education ($246), transportation ($129), research
($112), and public sector ($80). The most data breaches were
caused by hackers and criminal insiders. The analysis showed
that 48% were caused by criminal attacks. The average cost
of attacks resolving was $170, while costs of system glitches
and human errors were $138 and $133 respectively. The most
expensive resolving of attacks was in the US ($236), and the
cheapest was in India ($76 per record).

Incident response team
Extensive use of encryption
Employee training
Participation in threat sharing
BCM involvement

Extensive use of DLP

CISO appointed

Board-level involvement

Data classification schema

Insurance protection
Provision of ID protection
Consultants engaged
Lost or stolen devices
Rush to notify

Extensive cloud migration
Third party involvement

-20 =15 -10 5

(=}

5 10 15 20

Fig. 3 Impact of 16 factors on the per capita cost of data breach [35]
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Fig. 4 Lost business costs for 383 companies in US$ million
Source: [35]

Fig. 3 shows the actors that influence the cost of incident
resolving. The third-party involvement caused an increase of
$14.

Carried out attacks that prevent companies from doing
business on the Internet mostly affect those companies that
are more oriented to the Internet and especially companies
that operate in the most developed countries. The costs
of business losses were particularly high in the case of US
companies, as shown in Fig. 4.

These losses include reputation losses, goodwill
diminishing, increasing of customer acquisition activities, and
the abnormal turnover of customers.

7. Conclusions

Theft and eavesdropping have existed since the beginning
of time. Today they are largely migrating to the Internet. The
struggle is constant and the attackers usually take advantage of
both in terms of knowledge and technology at their disposal.
MITM attacks, despite some limitations, remain effective
technology for carrying out attacks and acquiring illegal
benefits. They are performed in different versions, but with
the same basic idea. An MITM is often combined with other
attacks or built into them.

MITM attacks are usually performed in order to acquire
some benefit, financial or non-financial. In cases where
private individuals were attacked, the attacks often remain
undiscovered and statistically unrecorded. In the cases of
attacks on economic operators the attacks often remain
hidden to public to preserve the company’s image, so in these
cases it is also difficult to accurately assess the consequences.
Only in cases of large-scale attacks, when they hit a lot of
Internet users the extent of the damage caused comes to light.

Despite difficulties in collecting relevant data, this analysis
on some examples showed the extent of the damage that
can be caused by MITM attacks. Also, the analysis showed
that the most vulnerable are mobile devices and Wi-Fi data
transmission and that the biggest threat to users is when they
are connected to the Internet via a public Wi-Fi connection.

It is not possible to provide a protection that would be
effective in all circumstances and in all situations, but for all
users, a good idea is not to use public Wi-Fi in situations when
doing anything sensitive and/or confidential.

Analysis showed the great potential of IoT, but also the
risks that may occur from insufficient protection.

Finally, the research showed that the null hypothesis H, is
rejected. The research showed that the MITM threat is real,
and that can bring significant losses to victims. That way the
alternative hypothesis H  is proven.
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