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CRITICAL INFRASTRUCTURE DESIGNATION IN EUROPEAN
UNION COUNTRIES: IMPLEMENTATION OF SYSTEMS

APPROACH

The contribution deals with the issue of designating critical infrastructure elements in European Union Countries. Based on approach

analysis in selected countries, where sufficient attention is paid to the area of critical infrastructure, the aim of the article is to propose

a systems approach to critical infrastructure designation. The aim is determined by the fact that a significant number of EU countries do not

currently apply the systems approach and designating of elements is realized via sectors approach, i.e. without taking possible bonds with other

sectors into consideration. Therefore, using the systems approach may be a solution to realizing further necessary steps in the area of critical

infrastructure protection, for example complementing the issue of resilience and modelling dependences in the area of critical infrastructure.
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1. Introduction

The primary demand for sustaining development of EU
countries” economy and sustaining required level of society s
welfare [1] is providing continual supply of commodities and
services via the infrastructure system [2]. These infrastructures
may be divided according to functional specifications into
technical (e.g. energy, transport) and socioeconomic such
as the health service or financial market [3]. The individual
infrastructures then come into effect as to expanse and value of
the area for which they provide their services (European, national,
regional), as well as regarding the importance or indispensability
of the given services [1 and 2]. Infrastructures are growing
more and more interconnected and in some cases even mutually
dependent [4 and 5]. Functionality of these infrastructures
and providing continual supplies of products and services is
continually exposed to the impact of natural and anthropogenic
threats [6]. That is the reason why significantly more attention
has been paid to chosen, vital, even critical infrastructures [7
and 8], as well as to methods of its risk analysis, critical elements
evaluation and their protection [9 and 10].

Building protection and resilience [11]
infrastructure elements is above all based on identification of

of critical

critical infrastructure elements themselves, which is carried out
via various approaches in the European Union and other parts of

the world. These approaches are based on risk analyses [12 and
13], criticality analysis via various criteria [3], cross-section and
sectoral criteria [2] or modelling and simulations [14]. The core
of various approaches comparison is its evaluation from the point
of view of entrusted responsibility for the critical infrastructure
as well as the way of marking elements on various vertical levels.

2. Description of the system approach in selected
countries

The system of critical infrastructure determination in the
European Union proceeds from historical connections and
the presented Green Paper [1]. The European Union member
countries are bound to implement the procedures stated in
the directive [2]. Since individual member countries approach
the critical infrastructure determination in different ways, four
countries whose critical infrastructure determination is system
based were selected. System approaches of these countries
will be used as the basis for proposing a system solution of
critical infrastructure determination for European Union member
countries which have not had the system approach yet. The key to
the choice of the system for critical infrastructure determination
is the following. The Swiss system of critical infrastructure
determination was chosen as a model one, because specific
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authorities are involved in the whole system. On the other hand,
the British model was selected as the representative of traditional
involvement of state authorities and rescue services in the choice
of the critical infrastructure determination. Further, the system
approach in the Netherlands has been selected as a representative
of the traditional system solution, which is specific for developed
European countries. Last, but not least, there is the long-term
approved system of critical infrastructure determination in New
Zealand. To contrast the system approach, the way of critical
infrastructure determination in the Czech Republic will be
presented in the following chapter.

2.1. Switzerland

The critical infrastructure system in Switzerland has
undergone an evolution. The Federal Council s Basic for Critical
Infrastructure Protection [15] (also used as “CIP”) was the
key foundation for processing the crucial document for critical
infrastructure determination process, which is the method for
creating critical infrastructure protection inventory (Schutz
Kritischer Infrastrukturen - SKI) [16]. The method ‘s aim [16]
is to determine elements of infrastructure which show a high
level of criticality. Criticality is connected with consequences that
may occur at failure, malfunction or destruction of the relevant
infrastructure element, however, the probability is not considered
(this classification should enable an adequate determination of
funds and measures). Besides other things, critical infrastructure
elements on a national or regional level are to be identified.
During the inventory preparation there are three groups of
participants [16]. The basic group, which works on the inventory
development and creates the basics for a thorough analysis of
individual processes, is an expert committee participating in
critical infrastructure elements identification. The last group of
participants is represented by cantonal contact authorities of
the SKI inventory that may identify objects important from the
cantonal point of view as well as critical from the national point
of view.

Within critical infrastructure protection, a list of objects, by
the failure or damage of which the population and their living
conditions may be endangered, has been created. These are
objects which are of great importance for basic goods and service
supplies, and objects where dangerous substances are stored [16].
Identification of critical infrastructure elements [15] follows
a standardized process on the basis of three unified criteria
(quantitative evaluation, qualitative evaluation, potential threat)
and it is based solely on detailed process analyses in individual
sub-sectors which are created by authorized national subjects. Five
following steps are taken in order to identify and classify critical
infrastructure subjects in individual sub-sectors [16]: (1) Creating
a functional group for criticality evaluation, (2) preparation for
criticality evaluation, (3) detailed data gathering, (4) objects
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classification, (5) amendment for cantonal subjects. Such a list
of critical infrastructure elements [15 and 16] is classified as top
secret from the point of view of secret information protection.
The creation of the inventory is carried out and managed by the
basic group only.

2.2. Great Britain

The main responsibility for the matter in question is borne by
the Cabinet Office (evaluation of critical infrastructure elements
vulnerability). Monitoring is continually realized by the ministries
and authorities, however, once in 5 years there is an overall
inspection, so called National Risk Assessment, carried out [17],
the outcome of which is evaluation of the found risks (natural
disasters, serious accidents, deliberate attacks) which may affect
the whole country or its significant part. The National Risk
Register [17] has been processed since 2008 as meeting liabilities
coming out of the National Security Strategy [18]. Local rescue
services are integrated into the risk evaluation system. Each
local rescue service publishes its own Community Risk Register
[17] for its area of interest and for the relevant territory on web
pages. Measures planned by all organizations and operators
should draw from the National Risk Register. The document of
Strategic Framework and Policy Statement [19] for the area of
improving the critical infrastructure resistance to natural threat
provides instructions for how to evaluate the criticality of critical
infrastructure area to all subjects involved. The document outlines
possibilities for regional critical infrastructure determination (the
term Vital Infrastructure corresponding with local infrastructures
is used).

The national critical infrastructure in Great Britain is divided
according to the Criticality Scale [19] into 9 sectors and 29 sub-
sectors, including determining responsibilities for sub-sectors in
the whole kingdom and individual countries. Seven categories
of criticality draw from such evaluation (CAT 0 - CAT 6). CAT
3 forms the border between the Critical National Infrastructure
and an infrastructure that may be interpreted as a regional critical
infrastructure, since the possible impact on a geographic region
or several hundred thousand people is defined here. From this
level downwards we speak about Wider National Infrastructure
including the above mentioned vital infrastructures providing
services in certain location [19]. The level of criticality is thus
determined merely for the national level of critical infrastructure.
Any criticality evaluation under this level means determining
the infrastructure as Wider National Infrastructure, not as
critical. For that reason, only the national level is determined
as critical. The risk evaluation system is also projected in the
system of infrastructure criticality determination [19]. The
planned measures for critical infrastructure protection draw
from risk evaluation. All activities in the sphere of CIP in Great
Britain strictly stick to standards of the Business Continuity
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Management (BS 25999). Therefore, following all determined
processes from the level of central authorities down to the local
level is emphasized. At the same time, doing all pre-determined
duties is ensured.

2.3. Netherlands

The Government of the Netherlands - The Cabinet is an
authority responsible for the area of critical infrastructure
protection in the country and this authority approved the
National Safety and Security Strategy in 2007 [20 and 21].
According to this strategy, the national safety cannot be taken
out of the complex safety context which proceeds from the
partnership within the EU and NATO member countries. The
performance of some entrusted activities in the sphere of critical
infrastructure also belongs to risk management authorities across
the risk management levels, including the public administration
authorities. In the Netherlands, the original definition of
“critical infrastructure” [22] included only the areas of public
administration and industry (including the ICT area) and the
original plan comprised the following steps: a fast analysis of
the Dutch critical infrastructure, stimulation of bonds between
the public administration and private subjects, threats and
vulnerability analysis, analysis of safety measures gaps. After
fulfilling the National Safety and Security Strategy, [20] A Quick
Scan was created and used [21]. Since cross-border bonds were
found out, some of the materials were given to the European
Union.

The Ministry of Security and Justice and Ministry of Interior
and Kingdom Relations [20] bears the primary responsibility for
determining critical infrastructure elements. In order to increase
the system flexibility, two working groups were appointed across
the central authorities, which are Interdepartmental Working
Group on National Safety and Security and Steering Group on
National Safety and Security. First, the working groups evaluate
the possible dangerous scenarios on a national level, based on
The National Safety and Security Method, then consequences are
described and probabilities of relevant scenarios are evaluated.
Such scenarios are projected in the National Risk Assessment
and, consequently, final summary of scenarios and its evaluation
with respect to interest and consequence (territorial safety,
physical security, economic security, and ecological security,
social and political stability) is carried out. After evaluating the
consequences it is possible to use the gained data further on, e.g.
for public administration purposes [20].

For the needs of critical infrastructure determination in
Netherlands, a boundary was set between services and products
that are vitally important on the national level and those which are
“only” very important [21]. Because of bonds and dependencies,
operation-oriented analysis is required, in which the ICT sector
plays an important role, as it currently connects and controls most
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infrastructures. The process of determining the vitally important
infrastructure had not been easy until “Vital Importance” was
determined within a company. According to the definition, these
are products and services which [21] contribute to providing basic
services for a society and define the basic level of its providing
for (1) national and international law, (2) public safety, (3)
economics (4) public health, (5) environment. These products
and services may also reduce providing services for the population
or public administration below the minimum level also in the
national scale.

11 vitally important sectors with 31 vitally important products
and services (an analogue of sub-sector) have been determined
for the national critical infrastructure of the Netherlands. From
the point of view of the national critical infrastructure of the
Netherlands, it is these vitally important products and services
(direct and indirect ones) which form the core of the system,
while other products and services (not of vital importance)
supplement the function of the whole system [21].

2.4. New Zealand

The core document for the civil protection of New Zealand
is the Civil Defence Emergency Management Act 2012 [23].
This crucial document determines authorities, responsibilities
and involvement of all involved services in the civil protection
in the country. Based on the provisions of sections 39 and 45 of
the Civil Defence Emergency Act, a new National Civil Defence
Emergency Management Plan [24] has been created, in which
all substantial requirements for the area of critical infrastructure
defense are elaborated and stated. The aim of the plan is to
increase public awareness, understanding and readiness in the
field of Civil Defence and Emergency Management (CDEM), to
reduce risks, to increase capacities for emergencies control and to
increase the capacity for recovery after emergencies. The CDEM
Plan also states tasks and responsibilities of subjects involved in
protection of critical infrastructure elements, such as the Ministry
of Civil Defence and Emergency Management for the national
level, Local Civil Defence Groups and Local Authority for the
local level. The working authority is always the group appointed
for the relevant level, the so called "CDEM Group*“. Thus, there
are advisory authorities called Clusters, i.e. groups comprising
agencies across sector in order to cooperate effectively and reach
practical outcomes. The above mentioned authorities participate
in CIP.

However, the term of critical infrastructure is not used in
New Zealand [23]. On the contrary, it is common to label some
subjects as Health infrastructures and the term Lifelines is used
instead of the term of critical infrastructure to mark basic systems
for which it is necessary to remain in function, e.g. water supplies,
transport (road, rail, sea and air), gas supplies, communication
networks and sewage systems (water and sewage management).
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The primary aim of supporting the Lifelines evidence by Central
authorities is recognition, effective evaluation and evaluation of
the subject 's importance [23]. Individual regions thus carry out
evaluation and report data to the central level of the Ministry
of Civil Defence and Emergency Management. In case some
of the Lifelines shows high criticality and the consequences of
its failure affect society outside the region, we speak about the
national level, etc. The term Lifeline Ultilities is used for the
national level of critical infrastructure in New Zealand. Another
option to determine such infrastructure on a national level is
a direct determination in a legal regulation [23], (for example,
keepers of enumerated airports, harbors, gas suppliers, etc.) or
subjects mentioned in the following part that run enumerated
businesses (running a national motorway network, railway
network, electricity and water suppliers, etc.). In total, we can
categorize the elements into eight sectors (or, as the case may be,
determine specific elements) [23 and 25].

Determining the criticality of Lifeline Ultilities [26] is based
on the CDEM Plan. Categorizing Lifeline Utilities into relevant
categories is carried out according to the outcomes of criticality
determination. Criticality 1 for the national level of Lifeline
Utilities, Criticality 2 for the regional level of Lifeline Utilities,
Criticality 3 for the local level of Lifeline Utilities. Runners
of Lifeline Utilities are obliged to abide carrying out of the
prescribed activities in New Zealand, e.g. constant verifying and
developing emergency plans, risk evaluation and preparation for
reaction including constant reporting of the updated data to the
subjects responsible [25].

In the above mentioned crucial document, [23] the need
to protect the so called Assets is also stated. These are key
elements like cultural and historical heritage. These subjects
may also be determined as “critical infrastructure” elements
in New Zealand. On the other hand, another commonly used
term of Infrastructure Hotspots means accumulation of entries
into several “critical” infrastructures on a single location (e.g.
harbors) [26]. A similar term is used in other countries, e.g. in
relevant literature [27] such cumulative entries are called Hubs.
At the same time, dependencies were determined under the term
of Infrastructure Interdependencies across sectors and currently
programs for resilience improvement are being specified [26].

3. Sector approach description in the Czech Republic

Since 2010 and with effect from 2011, the critical infrastructure
in the Czech Republic has been in function by implementation of
Directive requirements [2] into the National legislature via the
Crisis Management Act [28] and its implementing regulation
[29]. The Ministry of the Interior - General Directorate of the
Fire Rescue Service of the Czech Republic is the guarantor of the
critical infrastructure in the Czech Republic. Thus, in the Czech
Republic, critical infrastructure elements are determined at two
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vertical levels by law (National and European), while the national
level is the implicit one. In the Czech Republic, elements at the
national level are determined in nine sectors altogether (Energy,
Water management, Food Industry and agriculture, health service,
transport, Communication and information systems, Financial
market and currency, Emergency services, Public administration).
The way of determining the elements for individual levels is, in
accordance with the Directive, [2] based on cross-cutting and
sectoral criteria [28 and 29]. The cross-cutting criteria serve
to evaluate the impact caused by potential malfunction of the
evaluated element of the relevant critical infrastructure sector.
These criteria serve to evaluate the impact with regard to possible
casualties, economic impacts and impacts on the public [30].
Limit values of these criteria at a national level are stated by
a decree of the Czech Republic government [29].

In case the critical infrastructure subject (Owner, Runner) is
an organization bureau of the state, ministries and other central
administration authorities send their proposals for elements
to the Ministry of the Interior that prepares a list based on
these proposals. In the following stage, the list is presented
to the government who adopts a resolution about the critical
infrastructure elements whose runner is the organization bureau
of the state [31]. In case of determining the critical infrastructure
elements whose runner is not an organization bureau of the
state, the decision-making process is realized by entrusted
ministries and other central administration authorities. These, in
accordance with the law, apply relevant definitions and criteria
and subsequently determine elements by general measures and
immediately inform the Ministry of the Interior about their
decisions.

It is the critical infrastructure subject itself who bears the
responsibility for the critical infrastructure element protection
[28]. For this purpose, the subject is, apart from other
responsibilities, obliged to make a plan for the crisis readiness
of the critical infrastructure subject [32 and 33]. Within the
plan, the following areas should be considered: (1) overview
and evaluation of possible risk sources, (2) threat analyses,
(3) possible risk impact on the subject s activities (4) a list of
critical infrastructure elements within the subject s control, (5)
identification of possible threats of individual elements of the
critical infrastructure, (6) measure overview arising from the
emergency plan of the relevant risk management authority, (7)
ways of securing realization of the mentioned measures, (8)
ways of securing the subject’s action readiness to realize the
emergency measures and subject s activity protection and (9)
procedures of solving emergency situations identified in the threat
analysis. The necessity to increase the resistance and protection
of critical infrastructure elements to possible risks and securing
a broader involvement of critical infrastructure subjects in the
process of preparation for emergency situations is one of the
strategic priorities of population protection stated within the
current population protection concept [34].
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4. Summary, Suggestion and Discussion

This chapter summarizes the above mentioned approaches
as materials for creating a system approach proposal. From the
point of view of the state administration involvement there were
no fundamental differences found, since in the selected countries
it is always the top authority that bears the responsibility on
the national level, alternatively it is the authority affiliated to
the top management level. The involvement of the home rule
in the critical infrastructure determination system is similar,
though there are minor differences among the individual systems.
In several cases the rescue services are involved, in other
cases the home rule is involved. The responsibility for critical
infrastructure determination is more varied - it is possible to
leave the responsibility on the central level, divide it between
the state administration and the home rule, leave it on the
created authorities, shift the responsibility to the relevant level of
management, alternatively to the owners or runners themselves,
or a combination of any of the above mentioned approaches.

The initial framework of determining critical infrastructure
elements differs in individual countries. It may be a clearly stated
procedure according to an obviously described manual with clear
outcomes, or a procedure stated only by conceptual material. It
is similar with the case of the methodology used, when individual
countries use their own procedures. However, there is a significant
difference in the terminology used in individual countries. It is not
always “critical infrastructure” that is in question; the terminology
may be set in a different way. The numbers of sectors vary in
a narrow interval, just as the numbers of sub-sectors on a national
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level do not vary significantly. The number of levels does not vary
much either. In the European Union countries it is obligatory
to determine the supranational critical infrastructure (or the
European level). From the national level upwards, the system stays
similar - in most cases it is the national, regional, or local level
(in some cases with different terminology though). In the Czech
Republic there is no other critical infrastructure determined but
national. For this reason, the proposal for determining the critical
infrastructure on a regional level is justified further on in the
contribution.

On the bases of comparison of the above mentioned
approaches to determining the critical infrastructure, a general
proposal has been created. This proposal may be applied in
countries which do not have such elaborate systems, e.g. the
Czech Republic (see Fig. 1).

From comparison of the approaches to determining critical
infrastructure elements it is obvious that the first suitable step
to assess which elements belong to which level (e.g. the regional
level) is assessing their criticality. Such assessment is based
on various principles in different countries (cross-cutting and
sectoral criteria, assessment of impact and vulnerability, etc.).
A common aspect can be seen in assessing the extent of impacts
on protected interests (lives, health, properties, and economy).
Assessing criticality should not be based on probability of
occurrence of those impacts, which are mainly because of the
fact that a failure of a critical infrastructure element is very
improbable. Nevertheless, there is still little probability of its
occurrence. During criticality assessment it is also suitable to
implement the issue of mutual dependencies and perceive it from

saciety in relation ta societal vulnerahility.

Criticality can be comprehended as an attribute of the element, Crticality level Indicate gauge of element dis-function impact to

Bob66E

Azsessment of sector criticality [apply sectoral criteria)

Assessment of important elements interdependencies for specific sector

Azzessment of important elements interdependencies for inter-sectoral level

General assessment of elements dis-function impact for specific sector [apply oross-sectoral criteria)

Determine of Cl element for specific level {European, national, regional) on the basis of global impact

Criticality Feedback

General declaration of risk (150 31000:2009) is viewed as composition of prabability and impact for relevant sources of risk.

_lj, Risks analysis for external and internal threats

ﬂ Risks identification for external and internal threats

J:L Risks evaluation for external and internal threats

Risk
Feedback

Critical infrastructure protection is viewed as measures for risk reduction for critical infrastructure element dis-function.

£L Aszessment of existing protection measures

Jl Identification new convenlent measures for protection % E
; B
‘B Measures propositicn § B
: _D, Implementation of Business Continuity Management:
Fig. 1 Proposal of systems approach to critical infrastructure determination
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the viewpoint of impacts that may be caused by bonds of the
spreading disturbance among the critical infrastructure elements
across the sectors (sub-sectors).

The second step is risk assessment [35] of a critical
infrastructure element (determined according to step one)
considering external as well as internal threats that may cause
an element function disturbance. The risk extent is usually stated
as a product of occurrence probability and impact extent. It is
necessary to plan relevant measures based on the assessment.
The planning documentation of critical infrastructure elements
protection differs in individual countries (Operator safety plan,
Emergency readiness of the critical infrastructure subject Plan,
Business Continuity Plan). Nevertheless, the aim of all this
documentation is identical - to provide a continuous supply
of commodities and services [36] provided by the critical
infrastructure element.

5. Conclusion

It is important to carry out critical infrastructure safety
measures by relevant procedures, i.e. besides other things, make
a suitable analysis, and not use common procedures without
considering their suitability. Wrong usage of the Paret ‘s principle
can serve as an example, which states that 20 % of causes bring
about 80% of all effects. In spite of that, excluding all other
causes and concentrating only on some of them may be a mere
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overlooking other causes, which does not lead to a system
solution. A similar summary is presented in the risk matrix where
the most numerous incidents do not cause any significant effects;
on the other hand, rare incidents may cause extreme effects. For
that reason, it is not purposeful to concentrate only on the most
frequent causes and effects, but we should concentrate on system
solution with all its causalities.

Based on the above mentioned approaches in selected
countries, it would be suitable to set a system way of critical
infrastructure determination that could be used e.g. in countries
that do not have a similar system approach for all levels of
critical infrastructure. In the Czech Republic, there has not
unfortunately been a similar system way of critical infrastructure
determination stated yet. The proposed Stating such approach
would undoubtedly contribute to society ‘s safety and at the same
time, it would increase the land potential as well as possible
hidden drawbacks in the current way of critical infrastructure
determination in the Czech Republic and elsewhere.
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