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CURRENT CHALLENGES OF DIGITAL TECHNOLOGIES

This contribution deals with questions on the relationship between reality and virtual reality. It focuses on the problem of shaping an

individual's identity in a digital, online environment and, in this context, identifies a retrospective impact on the real person’s identity. An effort

will also be made to name selected problems related to the topic and to point out some risks that the online environment introduces to the

field of self-perception, especially in regard to interpersonal relations. As a result, attention is drawn to changes in the value system that are

related to the explored questions.
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1. Introduction

The aim of this contribution is to answer certain questions
on the relationship between reality and virtual reality. It focuses
on the problem of shaping an individual‘s identity in a digital
and online environment, and, in this context, identifies the
retrospective impact on the real identity of a person. In addition,
an effort is made to identify selected problems related to the given
topic and to highlight the risks which an online environment
brings to the field of self-perception, and especially to the field
of approaching relations between people. Ultimately, attention is
brought to focus on changes in the value system that are related
to the problems in question.

2. The question of forming an individual’s identity

Questions on the relationship between man and society have
been evolving since time immemorial, as have questions on the
subject of social interdependence in human behavior. Man is
always trying to realize his potential in a certain relationship.
At the beginning there is a relationship, as stated by M. Buber
[1], and the relationship is reciprocity: ,The simultaneous
coexistence of several persons in a mutual relationship is the
essential requisite of human existence“ [2, p. 30]. An individual
can fully realize their social essence only in society, in close
association with other groups and their members. Because man is
a man thanks to contact with others, the emphasis placed on the
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necessity of these bonds and relationships is obvious. L. Hanus [3,
p. 88-90] writes that the awareness of a common biological origin
is the reason for mankind’s solidarity. To be a human being means
to be descended from others-that is, we are woven on the looms
of others’ lives. When it comes to the birth of man, the company
participates physically as well as spiritually. First, the human
being grows in the maternal womb and, later, he becomes a part
of the social womb. This is his so-called second or social birth.
Within the relational framework of an individual and society,
each individual is unique, differing from others in his feelings,
thoughts, experiences, and actions. As N. Elias notes [2, p. 85],
the individual is a being for itself and-at the same time-for others,
and all together they create societies with variable structures. No
one would survive without society or learn to talk, think, love, or
behave as a person. However social cohabitation of people is not
always harmonious. It is often accompanied by tension, excited
emotions, and conflicts. For individuals, cohabitation represents
a network of interdependencies with its own rules. In the course
of social processes, a human identity is created. Of course, the
processes of identity construction are different in particular
areas of life. Building an identity-understood as the survival of
uniqueness, authenticity, and consistency of man in space and
time-publicly or privately is a challenging task that every person
must necessarily face. There are many factors involved in the
process of identity creation and development, and various studies
are being conducted in this area to identify individual variables
involved in the process. It is indisputable that this is a dynamic
process, connecting the personal and the social world. Identity is
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not predetermined by the very existence of an individual, but rather
is created and shaped as a result of various social experiences. [4]
According to G. H. Mead [5] - one of the founders of symbolic
interaction and role theory-each human being is creating an idea
of himself as he interacts with other people. We build the self-
relationship only through our relationship with other people. In
Mead's concept, a man acts as an active being, but, at the same
time, as a product of social relations. Man is born in the company
of others and this company is approached by Mead at the level
of communication. Communication consists of the exchange of
significant symbols, which are based on certain intentions of one
of the participants and which inform the corresponding intentions
of the other participant within the interaction process. Questions
on the subject of the formation of the identity of an individual are
becoming more and more insistent, mostly during the development
of new technologies, internet and electronic social networks. K.
Fichnova and B. Sramova [6, p. 11] point out two component
self-concepts that have formed within the internet environment:
in electronic communication, self-perception is significantly
stronger, while perception of the environment is weakened.
The external perception of the self (as others perceive it) is
significantly lower in electronic communication. Also noteworthy
is the depressing effect of deindividuation on persons utilizing
the internet for communication. Internet communication does
not dismantle communication barriers, but rather strengthens
them. Deindividuation reinforces stereotypical behavior and the
consequences of our behavior in the internet environment are
distinct from those occurring in real life. As noted by B. Malik
[7], virtual identity represents a special case of identity, where
its peculiarity is formed without the limitations of the world
of phenomena. Its distinguishing features are incorporeity and
a detachment from locality boundaries. In virtual worlds, people
are not present in all their complexity. Individuals acting in an
online environment do not enter into specific relationships in
their specific certainty; their relations to others lack the personal
character present in a physical environment. Universal virtuality
(which follows the thinking that every reality is artificial, having
been created by man) has been, is, and always will be present
in the human world because it determines its existence. Yet
according to Miczka [8, p. 232-233], particular virtuality is
becoming increasingly important, having developed alongside
digital technology which is based on the revelation of the artificial,
conventional character of the human world. Multimedia allows
each person to perceive something else and, above all, allows
him to decide what he sees and perceives. Particular virtuality
relies on adapting to the needs of perception. In this context
it is worth mentioning Baudrillard’s concepts of simulacrum
(a copy without an original) and simulation as they relate to
the mass reproduction and reproducibility which characterizes
our electronic media culture. We live in a world which changes
exceedingly fast and a component of this change is electronic
media. The era of simulation, claimed J. Baudrillard [9, p. 2],
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begins with a liquidation of all referential points. Hyperreality is
being created and there is no independent point of reference. It is
no longer a question of imitation, nor of reduplication, nor even
of parody. It is rather a question of substituting signs of the real
for the real itself. Differences between real and imaginary, or true
and false, are becoming more and more problematic.

3. The era of new information and communication
technologies and risk context

Information and communication technologies are growing
at an increasing pace. The number of people using the internet
worldwide is burgeoning rapidly. The impact of information
technology and media is more powerful, their quasi-ubiquity and
continual necessity are reflected in the everyday life of individuals
in society. P. Rankov [10, p. 18] notes that the multimedia
computer and the computer network dissolve the traditional
boundaries between different kinds of media. The internet, which
is connected with the beginning of the era of decentralized and
interactive mass media, is both public and private. The divisions
of private, public, and labor spheres are disappearing. We can
communicate with anyone from anywhere. Different kinds of
communication can take place in the same environments or
spaces. Similarly, there is a time shift in recording reality which
denies the boundaries between past and present. According to
Rankov [10, p. 82], the internet is also a medium which ensures
anonymity: ,This anonymity transforms network users into
a specific type of virtual mass or crowd, likewise the audience
of mass media has been a specific type of mass or crowd.”
Anonymity can create room for greater individual resolution
or courage in communication; it can promote exuberance,
vulgarity, or even an interchange of standards. The question of
the individual‘s identity seems to be particularly complicated. The
possibility of virtual identity makes people more free. In virtual
communication, you can easily become someone else or become
even more yourself. In such communication, all connected parties
are equal and are equally deprived of all barriers and limitations.
We agree with Rankov [ 10, p. 83], who prophetically asks whether
such an experiment with our own identity and the fragmentation
of our personality will not necessarily lead to problems and
failures. Similar concerns related to the problem of the internet
are also raised by Eco [11]. Information is spread through a wide
variety of different and independent channels-the system is
headless, uncontrollable, and everyone is talking with everyone.
However, as noted by the author, the following points should
remain true in the years ahead: 1. telematic networks will remain
a tool for the young and an educated elite and young people; 2. it
is not given that these networks will remain headless and without
centralized control; 3. the tremendous amount of information that
these networks offer might necessarily lead to censorship due to
network overload [11, p. 66].
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Following the previous points, it is necessary to emphasize
the fact that the expansion of the tools of mass communication
in society is dependent not only on the existence of certain
social assumptions but also on the possibility of the tool itself
becoming a source of social change. M. McLuhan is best known
for his thesis, “The Media is the message,“ meaning that it is the
media that shapes and controls the extent and form of human
association and action. The content or uses of such media are
as diverse as they are successful in shaping the form of human
association. It is definitely too specific to say that the “content” of
any medium blinds us to the character of the medium [12, p. 130].
According to McLuhan, the medium is everything that intensifies
and broadens the possibilities of man for taking possession of the
surrounding world. Every new medium, every new ,extension“ of
man, and every technology brings a new scale to the life of man,
and this scale is itself a message which tells us more about man
and society, as noted by J. Jirak and B. Kd&pplova [13, p. 40].
The message of each medium or technology is comprised of the
change of scale or pace which have been incorporated into human
affairs. In the communication process, the message transmitted
by the communication itself may be secondary, and the medium
itself may become decisive. In this way, the medium represents
a message independent of its content, and thus the message
itself. Even though McLuhan was reflecting on the corporation‘s
fascination with technology, he was constantly searching for the
possible foundations of a new universal society of technological
culture. McLuhan recognized that the first step towards liberation
from the impact of technology lay in a correct understanding of
media messages. If we understand that the medium changes the
proportion of senses involved in our perception of the world and
that every new technology creates a new environment, we will be
able to use these transformations for our own benefit.

As previously mentioned, we live in the era of new information
and communication technologies, primarily invented to simplify
or facilitate people‘s lives or improve the quality of life. The
paradox of this new era-the so-called era of the Information
Society-is the fact that communication is not considered as
an interaction of one individual with another, but rather as an
interaction of the individual with technology, as aptly noted by
P. Rankov [10, p. 24]. Nowadays a person needs to be informed
and to inform. The individual needs ,to be updated” as they face
the increasing demands of handling new technologies. We quite
often associate our independence, importance, and even freedom
with the feeling and status of being ,online“-and therefore with
our availability through mobile and networked technologies. J.
Meyrowitz [14, p. 259] compares the Information Society-with
respect to the influence of electronic media on social interactions
and the merging of social roles-to hunter/gatherer society. Our
technologically advanced developmental stage allows us to collect
information rather than food, and like hunters and gatherers
who take it for granted that there is plenty of food “somewhere
out there” just waiting to be gathered and hunted for immediate

consumption, we are also moving closer to a ,company nourished
by information.”“ The world is permeated by media and media
are shaping our perception of the world in more or less obvious
ways. According to B. Malik [7], the infinite spaces of virtual
reality and virtual space are open to us thanks to information
technologies where we are able to avoid physical contact and the
necessity of mutual compromises. It is necessary to recognize
the serious problem inherent in the withdrawal of man from
localized, interpersonal bonds, in which he has always been
situated as ,someone“-with a permanent and individual name,
face, and position developed over an extensive period of time.
In a virtual environment, we are not compelled to learn how to
get along with those we dislike and those who differ significantly
from us. We are not required to clarify things with them or to
confront our differing points of view. Within the environment
of the internet, we tend to search out and create virtual contacts
with individuals similar to us and allow them to confirm our
identity. This environment appears much simpler in comparison
with physical space, where we are often required to live in a tight
circle of people we did not choose as neighbors. In a physical
environment, a person is often forced to communicate and to
be quite careful about what he says or does. A typical feature of
an online environment is the individual’s self-presentation and
its related monologue, while the others add their comments,
opinions, attitudes or ,likes.” In this respect, it is worth noting
the opinion of contemporary American sociologist R. Sennett,
who believes that if an individual approaches everything with an
emphasis on his own identity, the consequences consist not only
of the destruction of public life but also the decomposition of the
private sphere (given that human relations are deeply damaged by
a constant emphasis on our own personality [15, p. 180].

As technology has spread through our society, new behaviors
and new ways of working have emerged. For example, few would
have predicted the impact of technology on news reporting; an
impact that has led to a new enfranchisement for citizens. Such
changes necessarily affect the structures of a society and new
or transformed institutions emerge [16]. Learners of all ages
are also exhibiting new behaviors as a result of ubiquitous high
functioning technologies. Changes may be relatively mundane,
such as replacing the school folder with a memory stick, or
more profound, as when learners voluntarily seek out expertise
beyond the traditional classroom. Though these developments are
not necessarily transformational, there are very real changes in
behavior that have resulted from the exponential change in both
the functionality and the cost of technology [17].

The question, therefore, is how do we take advantage of these
new behaviors for the benefit of education? There is a need to make
a realistic assessment of what technology can and cannot do to
reach a plateau of productivity when the technology consistently
delivers to realistic goals. So what is the way forward for
education in this digital world? There are broadly three strategies:
A minimum emphasis on technology - not a comfortable option
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in the context of digital inequity [ 18]; Getting technology to serve
the system - identifying how technology supports the current
business of education to good effect; or Merge and evolve -
allowing ourselves to adapt and respond to the possibilities from
technology through innovation. Digital technologies are already
requiring us to think differently about how learners learn and how
teachers teach. From this perspective, we need to think about how
schools or learning ecologies are organized, including the role of
technology to support meaningful student achievement. But any
innovation must first and foremost have an educational purpose,
and that purpose should be to improve the outcomes for learners
of any age because through learning people can live happier,
healthier, more productive lives. The consensus is that for formal
education a skilled teaching workforce is the key to success [19].
The following section details a growing body of research to assess
in more detail the relationships between the digital, learning and
educational worlds.

There are still some who would argue that the value of digital
technologies for learning is at best unproven. However, there is
now a growing body of evidence detailing the very real impact
of technology on both formal and informal learning. For clarity,
that evidence will be presented here under two headings:
impacts that bring about changes in behavior at learner, teacher
and school level ¢ those that bring about changes in academic
performance. Much, but not all of the former, relies on formal
and informal observation. Evidence on academic performance
involves measurement of impact with statistically verifiable results
and clear associations between the process and outcomes of that
learning process [20].

There is a vast array of evidence related to behavioral changes
when working with digital technologies. Here two areas of impact
have been highlighted to represent this corpus of evidence. These
are: * readiness for learning ¢ integration of learners into the
educational process. Readiness for learning: Learner performance
in schools is a product of the characteristics of individual learners
and the opportunities to learn provided not only by the school
but also the home. Technology can enable the learner to fully
benefit from formal education. At the school level, strategies may
include the efficiencies in the monitoring of behavior to reduce
persistent absenteeism, a factor in academic underachievement
[21]. Students are different, but a lot of educational material is
not. Schools are still using materials developed decades ago, but
today’s students come to school with very different experiences
than those of 20 or 30 years ago. They think and work very
differently as well. Institutions wanting to adapt to student needs
should identify new learning models that are engaging to younger
generations. Similarly, new as well as traditional assessment is
required - problem orientated curricula as well as standardized
testing [22].

The extent to which learners and their teachers have access
to digital technologies at school and at home impacts on the
educational experience that can be provided. While surveys
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show technology home access is high it is not universal. This is
a concern, as where home technology is available it is proving an
important part of the learning process. There is, then, an equity
issue for those children who are disenfranchised by the lack of
resource. Socio-economic factors are significant correlates of the
level of e-access. Individual differences in e-access are related to
both structural and individual learner factors. Use of technology
in schools takes the form of an inverted u-function. In schools with
scores at either end of the continuum of performance, pupils in
receipt of free school meals or English as an additional language
tend to make less frequent use of technologies for learning [23].
User e-Maturity: The level of skill, confidence, and knowledge
learners have when using digital technologies will impact on
the quality of their use of the technology. While most learners
express very positive attitudes towards technology for learning and
are confident users, there are skills gaps. Individual differences
including attitudes towards school and using technologies for
learning and access to, and use of, technologies for learning at
home are key to the development of e-maturity [24].

In seeking to integrate technology into education, it is
important to identify the technological trends and the challenges
in the short and medium term. The six emerging technologies
or practices that are likely to enter mainstream within five years
are: * Mobile technologies are currently establishing themselves
in schools while cloud computing is already a part of higher
education. ¢ Early adopters are already looking to use geo-coded
data and personal webs. The former are central to satellite
navigation systems but are entering the classroom through
applications such as Google Earth. Students are now able to
locate and date-stamp their own images. * Two technologies yet
to have an educational impact are semantic-aware applications
and smart objects, which have yet to gain a foothold in an
educational context. These technologies have the potential to
change educational practice, just as they are changing the world
of work, but many of these technologies represent challenges to
staff expertise and practice; [25]

The current demand for more research in education is
predicated on the perceived need by policymakers for research
of higher quality and greater utility than was previously available
“One of the things most astonishing to posterity about our times
will not be how much we understood but how much we took
for granted.” [26, p. 20] It is imperative to develop concepts,
theories and rigorous and appropriate methodologies to provide
a robust evidence base and understanding of the impact of digital
technologies on the educational process. There is a continuing
need to identify, promote and support good practice and
models of change to produce sustainable change. There remain
many unanswered questions as to the role and value of digital
technologies for learning. Questions such as the following:
What will be the impact of a technologically-maturing population
on teacher practice and performance? [27]¢ What is the long-
term impact of technology-rich learning? There have been few
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longitudinal studies. * How does exposure to and use of ICT in
school affect future employment? ¢ Do some learners gaining
more from the use of digital technologies than others? And
why? ¢ What is the impact of formal digital literacy teaching in
schools? ¢ Should and how can we integrate or advantageously
exploit the raft of personal technologies that dominate students’
out of school lives into the classroom?

4. Conclusion

Self-idealization in an online environment-that is, hiding
or camouflaging, creating a false identity, losing one’s scruples
or moral barriers, the trivialization of the principle ,to show
consideration for others,* shifting from the classical rules relevant
to real communication, and the limitation of social relations to the
world of internet-belongs to the darker side of human experience
in that environment. However, we cannot forget the indisputable
advantages and benefits of a digital, online environment, as well
as the fact that it is primarily the domain of the young. This
necessarily invokes the inevitable debate in the field of scientific
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