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SIMULATION AND EXAMINATION OF A SIGNAL MASKING
CHAOTIC COMMUNICATION SYSTEM, BASED

ON THE DUFFING OSCILLATOR

The study in this paper is focused on the applications of the chaotic Duffing oscillator to signal masking communication scheme. Using
the concept of synchronized chaotic systems the signal masking approach is demonstrated with the Duffing oscillator implemented in both the
transmitter and receiver. The chaotic masking signal is added at the transmitter to the information signal, and at the receiver, the masking is
regenerated and subtracted from the received signal. Chaotic behavior and chaotic masking scheme are designed and simulated using
Simulink/Matlab program. All the results are used to illustrate the effectiveness and the applicability of the Duffing oscillator in signal masking

communication.
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1. Introduction

During the last years the use of chaos in communications has
become a very important topic of research. Chaos is applied in com-
munications solutions especially in the context of channel encod-
ing and modulation. Observing the ongoing research [1, 2], one
observes that the vast majority of the schemes proposed so far
concerns modulation in the first place, whereas only a few consider
the channel encoding. Chaotic masking [3, 4, 5], switching [6, 7],
parameter modulation [8, 9] are some of the methods, proposed
in the literature to send binary messages.

Chaotic signal masking is an approach with application in the
secure communication [2, 3, 7]. It is based on chaos synchroniza-
tion [1, 3, 5, 10]. The synchronized motion in coupled oscillator
systems is first discussed by Fujisaka and Yamada [1]. The most
effective and widely studied approach is due to Pecora and Carroll’s
discovery [5, 8]. They have reported that certain chaotic systems
possess a selfsynchronization property.

The Duffing non-autonomous oscillator [6, 11] is a classical
example of a nonlinear dynamical system representing chaotic
behavior. The Duffing oscillator has synchronization property and
it can be used to the signal masking communication scheme.

In this paper synchronization between two chaotic systems,
based on the Duffing oscillator is proposed. The chaotic systems
are applied to masking approach in sending secret messages. The
communication scheme is simulated using Simulink/Matlab pro-
gram. The simulation results in this paper investigate the circum-
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stances of application of the Duffing oscillator to drive and response
chaotic systems in signal masking communication scheme.

2. Chaotic masking approach description

The chaotic signal masking approach is based on the identi-
cal synchronization, where the state of response system converges
asymptotically to the state of the drive system [6].

Two continuous-time chaotical systems

XV =[x, 1) (D
and

X =% 1) )
are said to synchronize identically if

!{rg(x(z) —x")=0 (3)

for any combination of initial states [4, 7].

In the equations (1) and (2) x, x are according the vectors of
the state of the two systems, ¢ - the time.

The system (1) is located in the transmitter and system (2) in
the receiver (Fig. 1). If the same initial condition is chosen for the
transmitter and the receiver, the both systems will evolve in a syn-
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chrony in the sense that, x'"” will continue being equal to x® for
all > 0.

The idea of a chaotic masking approach is that the information
signal is masked by directly adding a chaotic signal at the trans-
mitter. Because chaotic signals are typically broadband, noise like,

and difficult to predict, they can be used for masking information-
bearing waveforms.

At the receiver which is synchronized to the transmitter the
chaotic component is subtracted from the received signal to recover
the original transmitted message.

The transmitter state evolution is given by the chaotic dynamics

Fx(1)). C))

A chaotic signal u(¢) which is a function of the transmitter
state x(7) is added to the information signal m(z).

The transmitted signal s(z) is governed by
s(t) = u(r) + m(t). (5)

The evolution of the receiver state x,(f) dynamics is given by
the dynamics

Do P, (1).5(2)). )

dr
and v(7) is the chaotic signal which is a function of the receiver
state x,(1).

—

|

| E-FGO)| |

R

| |

L — —
s(t

I Receiver | s(f)

Fig. 1 Block diagram of a chaotic masking communication system
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Then the combined signal (5), received by the receiver, can be
used to regenerate the chaotic signal u(¢) through chaos synchro-
nization. If the synchronization is successful, the v(#) converge to
u(t) after a short initial transient and the original message can be
recovered by subtracting the reproduced chaotic signal v(¢) from
the received signal s(¢):

my(t) = s(t) — v(t) = s(t) — (1) = m(1). (7

The masking scheme works only when the amplitudes of the
information signals are much smaller than the masking chaotic
signals

m(t) << |u(?)|. (8)

The systems with chaotic masking works effectively in small
disturbances in the channel (high ratio signal/noise).

3. Model construction

The Duffing oscillator is given by the second-order differential
equation [4] with an external periodic drive term:

i+ax —x+x’= Asinwt, 9)

or by an equivalent set of two first order non -autonomous equa-
tions

ax _
@ , (10)
o =x—x'—ay + Asinwt

where a, A and w are parameters.

The transmitter state variables are denoted by the vector

d=(x,y) (11)
and the receiver variables by the vector
r=(x,) (12)

Assume that the transmitter is described by the equation (10).
A response system that will synchronize to the chaotic signals
at the transmitter (10) is described by

dx,

=y —0(x—x)
dt 13
dy, , (13)
I =x,—x, = ay + Asinwt

where 0 is a coupling parameter to couple the receiver with the
transmitter.

This system is obtained from the transmitter equations by
renaming variables (x, y) to (x,, »,).
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The synchronization between the transmitter (10) and receiver
(13) has been proved by analyzing the stability of the error signal.
It is derived from the difference between the output of the receiver
system and that received from the transmitter:

e=d—r=(e,e)=(x—x,y-) (14)
The error signal is then used to modify the state of the receiver

such that it can be synchronized with the transmitter. This signal
is given by the system

with jz i Z : fle(lx2 + xx, + xf) —ae,’ (13)

The characteristic equation of system (15) is

P+al+a,=0 (16)
where

a,=0+a, (17)

ay=0da+x*+xx, +x2— 1. (18)

If a, > 0 and a, > 0, then
e, =e=0

is a stable fixed point [3] and the receiver will eventually synchro-
nize with the transmitter.

Ifa>0and o >0,
then
a; > 0.
Since
2 2 1 ’ 3 2
x*+xx, +x}=|x+=x| t+t=x>0,
2 4
S0 a, can also be positive if

6= (19)

Q|

4. Simulation results

Chaotic signal masking communication scheme, based on the
Duffing oscillator, is designed and simulated using Simulink/Matlab
program. Figure 2 shows the simulation scheme. The information
signal m(¢) is a sinus wave of amplitude 1 volts and of 5 kHz fre-
quency.

Transmitter and receiver systems are identical. In the present
case a = 0.2 is accepted.

As follows of (19) the transmitter and receiver are synchro-
nized when 6 = 5.
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Fig. 2 Simulink modeling of chaotic masking scheme of the Duffing oscillator
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In the following analysis the synchronization between the
transmitter and the receiver is obtained with an absence of distur-
bance.

The information signal is added to the generated chaotic signal
u(t), and the signal

s(t) = m(t) + u(t)
is fed into the receiver.
The chaotic signal v(¢) is generated in receiver system and

my(t) = s(1) — w(1) = m(1),

u(t) = v(t).

The examination is based on a simulation of the systems in the
transmitter and the receiver unto different initial conditions and
comparison of the driving signal u(7) with the response signal v(z).
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Fig. 3 Phase plane plot of the transmitter chaotic signal
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Fig. 4 Phase plane plot of the receiver chaotic signal
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The phase plane of the transmitter and receiver chaotic signals
is shown in Figs. 3 and 4.

Figure 5 shows the difference u(t) — v(¢) of scope.

It is seen that after a transient period the error signal of the
transmitter and receiver systems goes to zero, showing that the
two systems are synchronized.

One can see from the figures that the synchronization is sat-
isfactory.
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Fig. 5 Error state of the transmitter system and receiver system
forf= 5kHz

When the frequency of the information signal is increased to
10 kHz , the error signal shown in Fig. 6 is much smaller indicating
that the quality of the message signal recovery is greatly improved.
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Fig. 6 Error state of the transmitter system and receiver system
Sorf= 10kHz

The simulation results show that, when frequency increasing,
the two chaotic systems come faster in synchronisation and the
oscillation signal (u-v) is smaller. This is confirmed by the graph
of Fig. 7, which shows the error signal for f = 15kHz.
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5. Conclusions

Fig. 7 Error state of the transmitter system and receiver system

In this paper, chaotic masking communication system of the
Dulffing oscillator is designed and simulated. The proposed simula-

uv 2

L\ ' tion model of Simulink / Matlab allows to monitor the difference
15k ] between chaotic signals in the transmitter and the receiver and the
\ synchronization time of the two systems.
1tk
According to numerical simulations, by a choice of parameters
0st oo
the synchronization error states converge to zero and hence the
G )/, synchronization between chaotic systems is achieved.
ast |f . In this paper was investigated the dependence for error signal
of the frequency, that with increasing frequency the chaotic systems
i § enter more easily into synchronisation.
15 L L > L i L
€ 10 2 x 40 50 &0 0 Simulation results are used to visualize and illustrate the effec-

time

tiveness of Duffing chaotic system in signal masking.

for f= 15kHz The results of simulatition show that the Duffing chaotic system
can be used for transmission of confidental information.
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